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This document contains the Declaration of Certification Practices that regulates the class of

AAOOEAZEAAOAO O.1 OAOEAT #AOOEEAEAAQAOOHh EOOOAA
1.1 Overview

1.1.1 Class ofNotarial Certificates

The "Notarial Certificates' groups all the certificates issued by the Notarial Certification Agency
to the public, acting a Notary as the Registration Entitghus providing the highest levd of legal
assurance

1.1.2 Certificates that are issued

AEA A 11T xET¢C AROOEZAEAAOAO AOA EOOOAA xEOEEI
1.1.2.1 Notarial certificate for natural person

Notarial Certificatesfor natural person are qualified certificates, under the terms of article 28 of
Reguhbtion (EU) 910/2014. They are electronic certificates issued by the Notarial Certification
Agency fulfilling the requirements regarding the verification of the identity and other

circumstances of the applicants, and ensuring the reliability of the certifation services they
provide.

There are two types ofNotarial Certificates

- Notarial Certificate for natural person : certificate issued to natural personsacting on their
own behalf.

- Notarial Certificate for the representation of natural person: certificate issued tonatural
personin representation of another natural person.

The Notarial certificates for natural personsallow three functionalities, each one with a different
certificate:

- Generationof qualified electronic signature, which is the advanced ettronic signature based
on a qualified certificate and generatedvith a secure signature creatiordevice, having the
samelegalvalue asthe handwritten signature.

- Personal authentication in electronic information systems, in the physical presence or
remotely. The certificate of authentication can also be used for creating advanced electronic
signature of electronic documents under the conditions agreed by the parties to interact with
each other, or when applicable administrative regulations expressly perits it.

- Encryption and decryption of electronic documents.

A cryptographic card is used as the sole support for the three certificates, with the guarantee of a
qualified signature creation device, under the terms of article 29 of Regulation (EU) 910/2014.

Certificates may contain additional personal information (for example, membership to Notarial
Colleges, etc.), provided that this information is not special information with respect to Article 9
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of Regulation (EU) 2016/679 of the European Parliament andf the Council of April 27, 2016
relating to the protection of natural persons with regard to the processing of personal data and
the free movement of these data which in turn, supersedes Directive 95/46 / EC.

Notarial Certificatesfor natural person comply with the requirements of the CA / Browser Forum
AOOAATI EOEAA ET OEA AT AOI AT O O"AOGAT ET A 2ANOGEOAI /
Management of Publicly4 OOOOAA #AOOEAZEAAOAOG 8

1.1.2.2 Notarial Corporate Certificates

Notarial Corporate Certificates are qualified certificates, under the terms of article 28 of
Regulation (EU) 910/2014. They are electronic certificates issued by the Notarial Certification
Agency fulfilling the requirements regarding the verification of the identity and other
circumstances ofthe applicants and ensuring the reliability of the certification services they
provide.

Notarial certificates of electronic sealare qualified electronic seals under the terms of article38
of Regulation (EU) 910/2014. They are electronic certificates @ied by the Notarial Certification
Agency fulfilling the requirements regarding the verification of the identity and other
circumstances of the applicants and ensuring the reliability of the certification services they
provide.

There are four types ofNotarial Corporate Certificates:

- Notarial Certificate for Legal Person, issued to legal persons or entities without legal
personality, with identification of a natural person who acts as custodian of the certificate, in
accordance with the provisions of artite 7,and the additional provision third of Law 59/2003,
on Electronic Signature.

- Notarial Certificate for the representation of Legal Person , issued to legal persons, with
identification of a natural person who acts as representative of the legal persofihe AGE
Notarial Certificate for the representation of Legal Persois a type of certificatewhose profile
follows the specifications of Annex 1 of the document "Electronic Certificate Profiles”, dated
April 2016, published by the Ministry of Finance andPublic Administrations of the
Government of Spain.

- Notarial Certificate for Electronic Invoicing, issued to natural or legal persons for
electronic invoicing or to provide electronic invoicing services to third parties.

- Notarial Certificate for Electronic Seal, issued to legapersonsfor the creation of advanced
or qualified electronic seals.

The Notarial Certificates Persons of electronic signaturefor Legal Person and for the
representation of Legahllow three functionalities, using a singleCertificate for each one of them:

- Generationof qualified electronic signature, which is the advanced electronic signature based
on a qualified certificate and generatedvith a secure signature creatiordevice, having the
samelegal value asthe handwritten signature.

- Personal authentication in electronic information systems, in the physical presence or
remotely. The certificate of authentication can also be used for creating advanced electronic
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signature of electronic documents under the conditions agreed by the gies to interact with
each other, or when applicable administrative regulations expressly permits.it

- Encryption and decryption of electronic documents

The Notarial Certificates for Electronic Invoicing allow a single use of the certificate, the signing
of invoices.

The Notarial Certificatesfor Electronic Seal allow the creation of qualified or advanced electronic
seals depending on whether a qualified creation device is used or not.

The Notarial Certificates for Legal Personcan only be used, by mandatef article 7 of Law
59/2003 of Electronic Signature, in thecontext of Public Administration services and in the
contracting of goods or servicesnecessary forthe entityd O AT OA aciviyOdt Tothed O
administrative activities such as the contractingof tangible and intangible supplies or auxiliary
services.

Notarial Certificates for Legal Personissued to entities without a legal entity are issued for the
sole purpose of use in communications and data transmission with the State Tax Administration
Agency and with other public tax authorities, according to the 3rd additional provision of Law
59/2003 of 19 December and the Order EHA/3256/2004 of September 30, issued liye Ministry

of Economy and Finance, which establishes the terms in which electroniertficates may be
issued to entities without legal personalityasreferred to in article 35.4 of the General Tax Law.

With the entry into force of Regulation (EU) 910/2014 on July 1, 2016, from that daten, no new
Notarial Certificates of Legal Person hae beenissued.

Qualified signature creation devices are used as support for the three certificates for electronic
signature with secure device guarantee, under the terms of article 29 of Regulation (EU)
910/2014.

Qualified electronic seal creation deviceare used as support for electronic seal certificates with
secure device guarantee, under the terms of article 39 of Regulation (EU) 910/2014.

Certificates may contain additional personal information (for example, the position held within
the organizationd structure of the General Council of Notaries, etc.), provided that this
information is not special information with respect to Article 9 of Regulation (EU) 2016/679 of
the European Parliament and of the Council of April 27, 2016 relating to the proteoti of natural
persons with regard to the processing of personal data and the free movement of these data which
in turn, supersedes Directive 95/46 / EC.

Notarial Corporate Certificates comply with the requirements of the CA / Browser Forum
established in EA AT AOI AT O O" AGAT ET A 2ANOEOAI AT 66 #AOOE
Management of Publiclyd OOOOAA #AOOEZEAAOAOGOG S8

1.1.2.3 Notarial System Certificates

Notarial System Certificates provide security foinformation system and communications These
certificates are not considered qualified certificates, in accordance with Regulation (EU)
910/2014.

There are five types of Notarial SysterCertificates

17
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- Notarial System Certificates for Secure Server,which are issued to natural or legal persons,
as owners of SSLesvers, in order to establish secure communications between the server and
SSL/TLS client

- Notarial System Certificates for Timestamp ing, which are issued to natural or legal
persons, as owners of timestamping servers.

- Notarial System Certificates for code signing, which are issued to individuals or legal
entities, as editors of source code for public distribution

- Notarial System Certificates for secure application , which are issued to natural or legal
persons, as owners of software applications requirinqauthentication, digital signature or
encryption features.

- Notarial System Certificates for OCSP Trusted Responder, which are issued to natural or
legal persons, as owners of OCSP servers.

All functionalities of each Notarial System Certificate are conta@d in a single certificate in various
types of security modules, including cryptographic equipment.

Notarial System Certificates are issued in adherence and compliance with the requirements
AAEET AA AU OEA #! 7" Ol x BAsdlinetHeduitehentEGertiflodePolidyifoh O1 AT O
the Issuance and Management of Publicljrusted Certificatesd 8

1.2 Document name and identification

This documentcontains! . # %?2Dedatation of Certification Practicesfor the dass "Notarial
Certificatesd  Ahs/heen assignedhe following OID: ANCERT.0.1.0.2
The OID of ANCERT is: 1.3 .6.1.4.1.18920.

The Notarial Certification Agency has assigned the following object identifiers (OID) to the set of
certificates, in order to be identified by the applications:

Certificate Identifi er
Notarial Certificate for natural person(signature) ANCERT.1.1.1.2.
Notarial Certificate for natural person(authentication) ANCERT.1.1 .1.2.
Notarial Certificate for natural person(encryption) ANCERT.1.1.1.2.]
Notarial Certificate for the representation of natural person ANCERT.1.1.2.2.

(signature)

Notarial Certificate for the representation of natural person ANCERT.1.1.2.2.]
(authentication)

Notarial Certificate for the representation of natural person ANCERT.1.1.2.2.]
(encryption)
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Notarial System Certificatefor Secure Servefwith SSCD

ANCERT.1.2.1.2.

Notarial System Certificatefor Secure Servefwithout
SSCD

ANCERT.1.2.1.2.]

Notarial System Certificatefor Timestamp (with SSCIp

ANCERT.1.2.3.2.

Notarial System Certificatefor Timestamp (without SSCD)

ANCERT.1.2.3.2.]

Notarial System Certificatefor code signing(with SSCD

ANCERT.1.2.5.2.

Notarial System Certificatefor code signing(without SSCID

ANCERT.1.2.5.2.]

Notarial System Certificatefor secure application(with
SSCD

ANCERT.1.2.6.1 .]

Notarial System Certificatefor secure application(without
SSCDh

ANCERT.1.2.6.1.]

Notarial System Certificatefor OCSP Trusted Responder
(without SSCIp

ANCERT.1.2.7.1.]

Notarial Certificate for Legal Persorgsignature)

ANCERT.1.3.1.2.

Notarial Certificate for Legal Persor{authentication)

ANCERT.1.3.1.2.]

Notarial Certificate for Legal Persor{encryption)

ANCERT.1.3.1.2.

Notarial Certificate for the representation of Legal Person
(signature)

ANCERT.1.3.2.2.

Notarial Certificate for the representation of Legal Person
(authentication)

ANCERT .1.3.2.2.

Notarial Certificate for the representation of Legal Person
(encryption)

ANCERT. 1.3.2.2.

Notarial Certificate for the representation of Legal Person
AGE (signature)

ANCERT. 1.3.2.3

Notarial Certificate for the representation of Legal Person
AGE (authentication)

ANCERT. 1.3. 2.3.

Notarial Certificate for Electronic Invoicing(without SSCIp

ANCERT 1.3.3.1.

Notarial Certificate for Electronic Sealwith SSCIp

ANCERT 1.3.4.1.]
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Notarial Certificate for Electronic Sealwithout SSCD ANCERT.1.3.4.1.]

The Notarial Certification Agency publishes on its website a descriptive document with the
technical details of all these profiles.

The Notarial Certification Agency als@ublishes,in its repository, adocument containing the OIDs
for certification practices and current certificates

1.3 PKI participants

This Declaration of Certification Practices regulates the provision of certification services to the
generalpublic by the Notarial rtification Agency with Notarial intervention.

The participants in the certification services are:
1.3.1 Certification authorities

The Notarial Certification Agency acts as a provider of certification services, commissioned by the
General Council of Notaries dbpain.

Certification Entities.

1.3.1.1 ANCERTCertificados Notariales V2

ANCERTCertificados Notariales V2is the Root Certification entity, based on a seffigned root
certificate whose fingerprint basedwith SHA256 algorithm is:

CN =ANCERTertificados Notariales V2
Validity period: 05/25/2010 to 05/25/2030
Summary: 4BES8B5A1C76C6AEADO611918FCCFODBD398B67FB12294758BDF994D0F9682F60

ANCERT Certificados Notariales Vi@sues certificates for the following subordinate Certification
Entities:

- ANCERT Certificados Notariales Personal®<.
- ANCERTCertificados NotarialesCorporativos V2.
- ANCERTCertificados Notariales de Sistemag?2.

1.3.1.2 ANCERTCertificados Notariales Personales V2

This subordinate Certification Entity issues electronic certificategor natural personsand for the
representation of natural persons.

The digital footprint of this subordinate Certification Entity with SHA256 algorithm is:
CN =ANCERTertificados Notar iales Personales V2
Validity period : 27/05/2020 to 27/05/2010
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Summary: A6A176268AE84BAC15DE7289AB6F5SC7BDAB75B2EB864C33908074034COB5DABA

CN =ANCERT Certificates Personal Notariales V2
Validity period : 25/10/2030 21/06/2016 to the
Summary: C4472508C3BC689FEOE8BF77A6DDEDFBB29A43316BD0946D544E54DFC001535

1.3.1.3 ANCERTCertificados Notariales Corporativos V2

This subordinate Certification Entity issues electronic certificatesfor legal persons, for the
representation oflegalpersons, for electronic seals and for electronic invoicing.

The fingerprint of this subordinate Certification Entity based on SHA&56 algorithm is:
CN =ANCERTertificados Notariales Corporativos V2
Validity period : 27/05/2020 27/05/2010 to the
Summary: 88C2BF64188E40B821A5990F29D822F219706EAGTR00F376 CES8E4ADF2EA3EQ7

CN =ANCERT Certificados Notariales Corporativos V2
Validity period : 06/21/2016 to 10/25/2030
Summary O0CA8B7A01506CAFAA1879E7491C662F8264EB3A2F1FOE0657DA3D6A912FF1487

1.3.1.4 ANCERTCertificados Notariales de Sistemas V2
This subordinate Certification Entity issuesthe following certificates:
- Notarial System Certificatefor Secure Server

- Notarial System Certificatefor Timestamping

Notarial SystemCertificate for Code Signing

- Notarial SystemCertificate for Secure Application

- Notarial Sygem Certificate for OCSP Trusted Rgponder

The fingerprint of this subordinate Certification Entity based on the SHR&56 algorithm is:

CN =ANCERTertificados Notariales de Sistemas V2

Validity period: 05/27/2010 to 05/27/2020

Summary: BSO9EE1F6E629A5ADBE317F7ECC485A424BEFO6BCD4055E6251BC61BD8ASCF4

CN = ANCERT Certificados Notariales de Sistemas V2
Validity period: 06/21/2016 to 10/25/2030
Summary:186B5083F6CBE72E94172B57424BODB7FOF58B2BAESD7A9C946A4BBB5B4FD7FO0

21



ANCERT: Certification Practice Statement. Notarial Certificates.

1.3.2 Registration Authorities

Theregistration authorities will be the natural or legal personsassistingthe Notarial Certification
Agency in the task of issuing and managing certificates, and specifically in the following tasks:

- Legal binding of end entities tccertification services.

- Identification and authenticationof the identity and personal circumstances of individuals
receiving certificates.

- Certificate generation and delivery of secure signature creatiodevicesto subscribers.

- Storing of documentsrelated to certification services.

For the dassof Notarial Certificates, a Spanish Notary always acts ake Registration Authority .

1.3.3 End Entities

End entities will be personsand organizationsrecipients of theservices of issance management
and use of digital certificatedor signing, authentiation and encryption, including the following:

1) Certificate applicants who requestcertificates for themselvesor others.
2) Subscribers of certificates, whicthold the ownership of certificates.
3) Key holders, who use them for the purposes and uses providédthe certificates.

4) Third parties who trust the certificates.

1.3.3.1 Applicants for certificates

For the class Notarial Certificateghe applicants are:

Notarial Certificate s for natural person s: a natural personwho actsin his own name.

Notarial Certificate sfor the representation of natural person s: a natural person who acts
as a legal or voluntary representative of another natural person.

Notarial Certificate s for legal persons: a natural person, who acts as a legal or voluntary
representative of a legal persn or entity without legal personality, or the board of te legal
person.

Notarial Certificate sfor the representation of legal persons: a natural person, who acts as
a legal or voluntary representative of a legal persarThis natural personwill be able to request
a certificate for himself or, within the scope ofhis representation, to request a certificate for
other natural personsto whom have previously been delegatedby public documeny all or
some of thefaculties of the applicant.

Notarial Certifica tes for electronic invoicing: a natural person, who acts in his own name
or as the legal or voluntary representative of a legal person or entity without legal personality.

Notarial Certificate sfor electronic seals: a hatural person, who acts as a legal eoluntary
representative of a legal person or entity without legal personalityor the board of the legal
person.

22



ANCERT: Certification Practice Statement. Notarial Certificates.

Notarial Certificates for s ecure server s: a natural person, who acts in his own namer as a
legal or voluntary representative of a legal peson.

Notarial Certificates for timestamping : a natural person, who acts in his own name or as a
legal or voluntary representative of a legal person

Notarial Certificates for code signing : a natural person, who acts in his own name or as a
legal or voluntary representative of a legal person

Notarial Certificates for secure applications : a natural person, who acts in his own name
or as a legal or voluntary representative of a legal person

Notarial Certificates for OCSPrusted responders: a natural person,who acts in his own
name or as a legal or voluntary representative of a legal person

1.3.3.2 Certificate Subscribers

Subscribers are the individuals and organizationacting as holders othe certificate.

For the class Notarial Certificates, the subscribers are:

Notarial Certificate s for natural person s: the natural person identified in the certificate.

Notarial Certificate s for the representation of natural person s: the natural person
identified in the certificate as the representative.

Notarial Certificate sfor legal persons: the legal person identified in the certificate.

Notarial Certificate sfor the representation of legal persons: the legal person identified in
the certificate.

Notarial Certificates for electronic invoicing : the natural or legal person idenified in the
certificate.

Notarial Certificates for electronic seals :the legal person identified in the certificate.

Notarial Certificates for secure servers : the natural or legal person identified in the
certificate.

Notarial Certificates for timestampin g: the natural or legal person identified in the
certificate.

Notarial Certificates for code signing : the natural or legal person identified in the certificate.

Notarial Certificates for secure applications : the natural or legal person identified in the
certificate.

Notarial Certificates for OCSP trusted responders : the natural or legal person identified in
the certificate.

1.3.3.3 Key Holders

Key holders are the natural persons who exclusively own and / or control the cryptographic keys
and are not subscribers othe certificate. The key holder matches the concept of signer used in
electronic signature legislation but is named more generically as he can also use the certificate for
other functions such as authentication and decryption.
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Keyholders are properly identified in the certificate by their nameand surname
Only Notarial Certificates for legal personsise the notion of key holder, which are:
- Notarial Certificate sfor legal persons: the natural person who acts as custodian.

- Notarial Certificate sfor the rep resentation of legal persons: the natural person who acts
as representative.

- Notarial Certificates for electronic invoicing : the natural person who acts as custodian.

- Notarial Certificates for electronic seals :the natural personwho actsas custodian.

1.3.3.4 Represented

Natural or legal persons in whose name the applicants requedtotarial Certificates for the
representation of natural personsor for the representation of legal persons, are considered as
represented.

The identification of the natural or legal peson represented is included within the certificate, in
accordance with section 3 of this Certification Practice Statement.
1.3.3.5 Third Parties who Trust the Certificates

Third parties who trust the certificates are individuals and organizations that receive digal
signatures and digital certificates.

As a previous step tdrust the certificates, third parties must verify them, as established in this
Certification Practice Statement and in the corresponding legal documents.

1.4 Certificate usage

This section lists the applications for which each certificate issued for theclass Notarial
Certificatescan beused andsets limitations on certain applications and prohibits certain uses of
the certificates.

1.4.1 Permitted Uses for Certificates

Certificates of class\Notarial Certificates can be used for the uses described section 1.1.2of this
Certification Practice Statement.

In relation to the use of certificates, the following must be understood:

- Authenticity of origin : Ensures that the documenor electronic communication comes from
the secure signature creation device of the person or entity who claims to be froifhis feature
is accomplished by using electronic signature. The recipient of a digitally signed message can
verify the signature usng the certificate.

- Server Authenticity : Ensures that electronic communication comes from the servexho
claims to be from The user can verify the authenticity of the servausingthe certificate.
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- Acceptance of content by the sender . Prevents the senderof a certain message from
denying, if it is convenient for him, the issuanceThis is accomplished by usingelectronic
signatures. The recipient of a digitally signed message can verify the signature using the
certificate in order to prove the identity of the sender of the message and the acceptance of
the content, preventing the sender from rejection.

- Integrity : allows the verification that an electronic document for which an electronic
signature has been generated has not been modified by any externaleay To ensure
integrity, cryptography uses the mathematical capabilities of summary functionsh@sh
functions), in combination with electronic signature. The procedure is based on digitally sign
a unigue summary of the electronic document with the subsdber's private key so that any
alteration of the document causes an alteration of its summary.

- Confidentiality : ensures that the data transmittedcannot be read by unauthorized third
parties since data are encrypted

1.4.1.1 Limits of use

All certificates must be ed for their proper function and purpose as set out in section1.1.2 of
this Certification Practice Statement andmust not be used in other functions and for other
purposes.

Also, certificates should be used only in accordanceith applicable law, taking into accountthe
restrictions on imports and exportsexisting in each moment

Certificates may contain additionalimits of use in the form of attributes within the field Subject
Directory Attributes, as indicated in sectior.1.4 of this Certification Practice Statement, as well
as in the general conditions of use of certificates. Third parties should consider these limitations
before relying on certificates.

Although endentity certificates can be ugd, with some exceptions, for encryption or decryption
of electronic documents, it is noted that such uses are conducted under the responsibility of the
Subscriber.

1.4.1.2 Prohibited uses

Notarial Certificatescannotbe used to sign public key certificates of ankind, or sign revocation
lists (CRLSs) or certificate status information (OCSP or similar), except whexpressly permitted.

Notarial Certificates for code signing can not be used to sign any code that might be considered
malicious (including in this term "spyware" and "malware") that can be downloadedy a user on
his computer without his consent

Certificates are not designegneither can be used or resold for control equipment in dangerous
situations or for uses requiring faitsafe performance, such agperation of nuclears, air navigation
and communication systems, or weapon control systems, where failure could lead directly to
death, personal injury or severe environmental damage.

1 Also called "non repudiation”
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All legal liabilities, contractual or extra contractual, direct or indilect damages derived from
limited and/or prohibited uses fall under the responsibility of the subscriber. Under no
circumstances may the subscriber, the key holder or injured third parties claim the Notarial
Certification Agency or the General Council of Naries any compensation for damages or
liabilities derived from the use of keys or certificates for limited and/or prohibited uses

1.5 Policy Administration

1.5.1 Organization that manages the document

AgenciaNotarial de Certificacion, SL Unipersonal

Paseo Generd\Wartinez Campos, number 46 6°, Edificio Elcano
28010 Madrid (Spain)

NIF n° B-83395988

1.5.2 Contact details of the organization

Any contact with the Notarial Agency of Certification regarding this Certification Practice
Statementmay be accomplishedy the fdlowing means:

- Via email to the email addressancert@ancert.com

- By phone at 912187676.

- Directly at the headquarters of the Notarial Certification AgencyAgencia Notarial de
Certificacion, S.L. Unipersonal Aanida de Martinez Campos, niumero 466°, Edificio Elcano
28010 Madrid (Spain).

Changes occurring on the above data as Web, mail, address or phwilebe duly notified in the
website www.ancert.com

1.5.3 Responsible for the adequacy of the Certification Practi ce Statement

4EA OAOPITOEAT A T E£ . #%2480 AAOOEZLZEAAOETI 1T OAOOEA
Practice Statement

1.5.4 Approval procedure for the Certification Practice Statement

There is a formal creation, review and approval procedure that guantees the proper
maintenance of this document. The Security Committee of tidotarial Certification Agencyis the
body responsible for approval.

This Certification Practice Statementcan be modified at any time bythe Notarial Certification
Agency. Those subscribers with a valid certificate who do ot acceptthe changesmay ask forthe
revocation oftheir certificates.

The revocation so requested shall not give the right to claim any compensation, not even the
partial refund of the price of the certificate, unless the rectification or modification of the
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Certification Practice Statement implies a limitation of the rights of use or a restriction on the
scope of application on the certificate, in which case the refund may bequested

1.5.5 Revision frequency

The Certification Practice Statement and the informative texts are reviewed and, if applicable,
updated, on an annual basis.

1.6 Definitions and acronyms
1.6.1 Definitions
Certification Authority (or Certification Entity) : trusted entity, responsible for issuing and

revoking certificates.

Registration Authority (or Registration Entity) : entity that unequivocally identifies the
applicant for a certificate. The Registration Authority provides the Certification Authority with the
verified data of the applicant in order b issue the corresponding certificate.

Certificate : electronic document digitally signed by a Trust Service Provider that links some
signature verification data to a signer and proves his identity.

Root certificate : certificate whose subscriber is a Certi€ation Authority and contains the
Signature Verification Data of this Authority signed with the Signature Creation Data of this
Authority as well.

Qualified certificate : certificate for digital signature that has been issued by a qualified trust
service provider and that meets the requirements established in Annex | of the elDAS.

Signature creation data (private key) : A private key is a unique and secret number that belongs
to a single person so that the person can be identified. This key is asymmetri¢tie corresponding
public key. One key can verify and decrypt what the other has signed or encrypted.

Signature verification data (public key) : a public key is a unigue number that belongs to a single
person but, unlike the private key, can be known by evgone. Through mathematical procedures,
it is related to the private key and is used for encryption and verification of digital signatures.

Certification Practice Statement : document created by a Certification Authority that regulates
the provision of certification services offered by this Authority, acting as a Trust Service Provider.

Signature creation device: hardware or software that is used to create an electronic signature.

Qualified signature creation signature device: signature creation device thatmeets the
requirements of Annex Il of the elDAS.

Electronic signature : data in electronic format attached to other electronic data that the signer
uses to sign.

Advanced signature : electronic signature that meets the requirements of article 26 of elDAS.

Qualified Signature : An advanced electronic signature that is created using a qualified electronic
signature creation device and that is based on a qualified electronic signature certificate.
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HSM (Hardware Security Module) : security device that generates amh protects cryptographic
keys.

Certificate Revocation List (CRL) : signed list containing the list of revoked certificates of a
Certification Authority.

OCSP (Online Certificate Status Protocol): protocol that allows the check of the status of
electronic certificates.

OID (Object Identifier) : identifier used to name an object. An OID consists of a node in a
hierarchically assigned namespace, formally defined using the ASN.1 standard.

Trust Service Provider (TSP) : a natural or legal person that provides oner more trust services,
either as a qualified provider or as an unqualified provider of trust services

1.6.2 Acronyms

ARL: Authority Revocation List

CA Certification Authority

CN Common Name

CRL Certificate Revocation List

DN: Distinguished Name

DPC/CPS Cettification Practice Statement
QSCD Qualified Signature Creation Device
GN proper name of the certificate holder
HSM: Hardware Security Module

LFE Law 59/2003, of December 19, on Electronic Signature.
OCSP Online Certificate Status Protocol
OID: Objectldentifier

PSC Certification Service Provider

TSP. Trust Service Provider

RA: Registration Authority

elDAS. Regulation 910/2014 of the European Parliament and of the Council of July 23, 2014 on
electronic identification and trust services for electronictransactions in the internal market
(superseding Directive 1999/93 / EC)
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2.1 Repository
The Notarial Certification Agencyhas a repository of certificates. Certificates are stored in the
repository at least one ar aftertheir expiration.

This repository should beavailable 24 hours 7 days a week and in case of system failure beyond
the control of the certification service provider, best effortsshould be madeto restore the
availability of the serviceaccordingto the section5.7.40f this Certification Practice Statement.

2.2 Publication of information from the certification service provider

The Notarial Certification Agencypublishesthe following information in its repository:
- Issued cetificates, including their CAcertificates.
- Certificate revocation lists and otherevocation information .

- The general policy of certification of the General Council of Notaries, and any specific policies
for certificates issued bythe Notarial Certification Agencyto develop further requirements
within the framework of this policy.

- Reuvisions of theCertification Practices Statement

- Disclosure texts (Policy Disclosure StatementsPDS),

- The documents of general conditions for the subscribers and third ptes trusting the
certificates.

2.3 Frequency of publication

The above information, including policies andDeclarations of Certification Practiceswill be

published as soon as available.

Changes in policy documents and thBeclarations of Certification Practiesshall be governed by
the provisions of sectionl.5 of this document

The certificate revocation status informationwill be published in accordance with the provisions
of sections4.9.7and 4.9.90f this Certification Practice Statement.

2.4 Access control

The Notarial Certification Agency does not limit reading access to the informatiaescribed in
section 2.2, but will establish controls to prevent unauthorized persons from adding, modifying
or deleting records from therepository in order to protect the integrity and authenticity of the
revocation status information.

The Notarial Certification Agency will usetrustworthy systems for the managemen of the
repository, so that:

- Only authorized persons can makaotesand changes.
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- The authenticity of the information can be verified.
- The certificateswill only be available for consultation if the subscriber has given his consent.

- Any technical change décting security requirements may be detected
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3.1 Naming
3.1.1 Types of names

All certificates contain a distinguished name of the person and/or organization identified in the
certificate, defined in accordance withthe provisions of Recommendation ITUT X.501 and
included in the field SubjectName

Certificates containalternative names for persons and organizations identified in the certificates,
mainly in the field SubjectAlternativeName

Personal circumstances and attributesfandividuals and organizations identified in the certificate
are included in predefined attributes according to the technical standards and specifications
widely used in the sector or sectors where the certificateare usedas well as, where appropriate,
in specific attributes defined by the Notarial Certification Agencymainly in the field Subject
Directory Attributes.

3.1.2 Meaning of the names

The names of the certificateswill be understandable and interpreted in accordance with
applicable law to the name®f natural and legalpersonsholders of the certificates, as indicated in
the Countrypart of the name.

Names included in the certificates are treated in accordance with the following norms:
- Thenamewill be codified as it appears in the documentation.
- Aceents can be eliminated to ensure the highest possible technicadmpatibility .

- Names can be adapted and reduced in order to ensure compliance with length limits apply
to each certificate field.

If the information included in the name CommonName, GeraName and/or Surnamg is
fictitious or their invalid nature is expressly indicated (e.g. using literals as "PROOFS" or
"FICTICE"), the certificate is considered without legal validity, and will be only valid for technical
interoperability tests.

3.1.3 Use of anonymous and pseudonymous

This class of certificates does not issuanonymous certificates The use of pseudonyms is only
allowed in Notarial Certificatesfor Electronic Invoicing.

3.1.4 Interpretation of name formats

The Notarial Certification Agency uses the flowing hame schemes, for each of the following
certificates:
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3.1.4.1 Notarial Certificate for Natural Persons

SUBJECT NAME
FIELD CONTENT

Country (C) Country (nationality of the identified natural person, indicating the
code of two letters specified in 8O 3166)

Organizational Unit (OU) | "Autorizado ante Notarid' + Notary Identification

Organizational Unit (OU) | "Certificado Notarial Personal" + "Signature" or "Authentic" or
"Encryption" + ")"

Surname (SU) Surname of the identified natural person.

Given Name (GN) Name of the identified natural person.

Serial Number (SN) NIF (of the identified natural person, for the purpose of the
admissionby the Spanish Administrations)

Common Name (CN) Name and surname of the identified natural person.

SUBJECT ATERNATIVE NAME

rfc822Name Email of the identified natural person.

SUBJECT DIRECTORY ATTRIBUTES

dateOfBirth Date of birth.

CountryOfCitizenship Nationality of the subscriber.

ANCERT.10.1.4 Additional circumstances of the natural person

3.1.4.2 Notarial Certi ficate for the Representation of Natural Persons

SUBJECT NAME
FIELD CONTENT

Country (C) Country (nationality of the identified natural person, indicating the
two letter code specified in ISO 3166)

Organizational Unit (OU) |"Autorizado ante Notario" + Ndary Identification

OrganizationalUnit (OU) | "Certificado Notarial de Representacion Personal (" + "Signature
or "Authentic" or "Encryption” + )"

Title RepresentativeRole or function

Surname (SU) Surname of the identified natural person.

Given NamgGN) Name of the identified natural person.

Serial Number (SN) NIF (of the identified natural person, for the purpose of the
admissionby the Spanish Administrationg

Common Name (CN) Name and surname of the identified natural person.

SUBJECT ALTERNATIE NAME

rfc822Name Email of the identified natural person.

SUBJECT DIRECTORY ATTRIBUTES
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DateOfBirth
CountryOfCitizenship
ANCERT.10.1.1
ANCERT.10.1.3
ANCERT.10.1.4
ANCERT.10.1.5
ANCERT.10.1.6
ANCERT.10.1.7

Date of birth.

Nationality of the subscriber.

Level d representation.

Documentof representation.

Additional attributes of the natural person.
Limit of use.

Registry data of the representation.

Represented person ifatural person)

3.1.4.3 Notarial Certificate for Legal Persons

SUBJECT NAME
FIELD
Country (C)

Organization (O)
Organizational Unit (OU)
Organizational Unit (OU)

Title

Surname (SU)

Given Name (GN)

OID "1.3.6.1.4.1.18838.1"

Serial Number

Common Name (CN)

CONTENT

Country (nationality of the identified natural person, indicating

the two letter code specified in ISO 3166)
Name of the subscriler entity.

"Autorizado ante Notario" + Notary ldentification

"Certificado Notarial Corporativo (" + "Signature" or "Authentic"

or "Encryption” +")"
Role or function of the custodian.
Surname of the custodian.

Name of the custodian.

NIF of the custodian (NIF of the identified natural person, for th:

purpose of the admission by the Spanish Administrations)
NIF of the subscriber entity.

Name of the subscriber entity.

SUBJECT ALTERNATIVE NAME

Rfc822Name

Email.

SUBJECT DIRECTORY ATTRIBUTES

dateOfBirth
CountryOfCitizenship
ANCERT.10.1.1
ANCERT.10.1.3
ANCERT.10.1.5
ANCERT.10.1.6

Date of birth.

Nationality of the subscriber.
Level of representation.
Document of representation.
Limit of use.

Regstry data of the representation.

3.1.4.4 Notarial Certificate for the Representation of Legal Persons

SUBJECT NAME
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FIELD
Country (C)

Organization (O)
Organizational Unit (OU)
Organizational Unit (OU)

Title

Surname (SU)
Given Name (GN)
Serial Number (SN)

Common Name (CN)

CONTENT

Country (nationality of the identified natural person, indicating the
two-letter code specified in ISO 3166)

Name of thesuscriber entity.
"Autorizado ante Notario" + Notary ldentification

"Certificado Notarial Corporativo de Representacion ("
"Signature" or "Authentic" or "Encryption" + ")"

Roleor function of the custodian.
Surname of the representative natural person.
Name of the representative natural person.

NIF of the representative (of the identified natural person, for the
purpose of the @almission by the Spanish Administrations)

Name andsurname d the representative.

SUBJECT ALTERNATIVE NAME

Rfc822Name

Email.

SUBJECT DIRECTORY ATTRIBUTES

ANCERT.10.1.1
ANCERT.10.1.3
ANCERT.10.1.4
ANCERT.10.1.5
ANCERT.10.1.6
ANCERT.10.1.7

Class of representation.

Documentof representation.

Additional circumstances of the natural person.
Limit of use.

Registry data of the representation.

Represented person (legaperson)

3.1.4.5 Notarial Certificate for the Representation of Legal Person sAGE

SUBJECT NAME
FIELD
Description (2.5.4.13)

Country (C)

CONTENT

Public document that accredits the powenf attorney of the
representative or the registry data.

In the CompanyRegistry: Reg: XXX / Sheet: XXX / Volume: XXX
Section: XXX / Book: XXX / Folio: XX0Date: dd-mm-yyyy /
Registration: XXX

Power of Attorney: Notary: Name Surnamel Surname2 / Num
Protocol: XXX / Date: demm-yyyy

If the representation provides from Official Bulletins: Bulletin:
XXX /| Date: ddmm-yyyy / Resolution number: XXX

Country (nationality of the identified natural person, indicating
the two-letter code specified in ISO 3166)
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Organization (O)

Organization ldentifier
(2.5.4.97)

Organizational Unit (OU)
Organizational Unit (OU)

Surname (SU)

Given Name (GN)

Serial Number (SN)

Common Name (CN)

BusinessName, as it appears ifRRegistry data

NIF of the representedentity (using the senantics proposed by
ETSI standard EN319 412)

"Autorizado ante Notario" + Notary ldentification

"Certificado Notarial Corporativo de Representacion (" +
"Signature" or "Authentic" or "Encryption™ + ")"

Surname of the representative natural person
(as stated in the DNI / NIE)

Name of the representative natural persorfas stated in the DNI
I NIE).

DNI / NIE of the representative (ising the semantics propsed
by ETSI EN319 4121 standard)

DNI / NIE Name Surnamel (R: NIF) AUTENTIC / FIRMA

SUBJECT ALTERNATIVE NAME

Rfc822Name

Email.

3.1.4.6 Notarial Certificate for Secure Server (with / without secure device)

SUBJECT NAME
FIELD
Country (C)

Organization (O)
Organizational Unit (OU)
Orgarizational Unit (OU)
Surname (SU)

Given Name (GN)

Serial Number (SN)

CommonName (CN)

CONTENT

Country (nationality of the identified natural person, indicating the
two letter code specified in the ISO 3166 standard)

Name of thesubscriber entity.

"Autorizado ante Notario" + Notary ldentification
"Certificado Notarial de Servidor Segurt

Surname of thesubscriber natural person.

Name of thesubscriber natural person.

CIF or NIF of thesubscriber natural person or entity.

Name of the server and domain. (optional)

SUBJECT ALTERNATIVE NAME

Rfc822Name

DnsName

Email.

Name of the server and domains.

3.1.4.7 Notarial Certificate for Time stamping (with / without secure device)

SUBJECT NAME
FIELD
Country (C)

Organization (O)

CONTENT

Country (nationality of the identified natural person, indicating the
two letter code specified in ISO 3166)

Name of thesuscriber entity.
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Organizational Unit (OU) | "Autorizado ante Notario" + Notary Identification

Organizational Unit (OU) | "Catificado Notarial de Sello de Tiempb

StampSurname (SU) Surname of the subscriber natural person.

Given Name (GN) Name of the subscriber natural person.

Serial Number (SN) CIF or NIF of the subscriber natural person or entity.
Common Name (CN) Name d the time stamping authority.

SUBJECT ALTERNATIVE NAME

rfc822Name Email of the identified natural person.

3.1.4.8 Notarial Certificate for Code Signing (with / without secure device)

SUBJECT NAME
FIELD CONTENT

Country (C) Country (nationality of the identified natural person, indicating the
two-letter code specified in ISO 3166)

Organization (O) Name of the suscriber entity.
Organizational Unit (OU) | "Autorizado ante Notario" + Notary Identification

Organizational Unit (OU) | "Certificado Notarial de Firma deCdédigd'

Surname (SU) Surname of the subscriber natural person.

Given Name (GN) Name of the subscriber natural person.

Serial Number (SN) CIF or NIF of the subscriber natural person or entity.
Common Name (CN) Name of the code editor.

SUBJECT ALTERNAVE NAME

rfc822Name Email of the identified natural person.

3.1.4.9 Notarial Certificate for Secure Application (with / without secure device)

SUBJECT NAME
FIELD CONTENT

Country © Country (nationality of the identified natural person, indicating the
two letter code specified in the ISO 3166 standard)

Organization (O) Name of the suscriber entity.
Organizational Unit (OU) | "Autorizado ante Notario"” + Notary Identification

Organizational Unit (OU) | "Certificado Notarial Certificate de Aplicacién Segurd

Surname (SU) Surname of the subscriber natural person.
Given Name (GN) Name of the subscriber natural person.
Serial Number (SN) CIF or NIF of the subscriber natural person or entity.
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Common Name (CN) Identification of the secure application.
SUBJECT ALTERATIVE NAME
rfc822Name Email of the identified natural person.

3.1.4.10 Notarial Certificate for E lectronic Invoicing (without secure device)

SUBJECT NAME
FIELD CONTENT

Country (C) Country (nationality of the identified natural person, indicating the
two letter code specified in ISO 3166)

Organization (O) Name of thesubscriber entity or natural person.
Organizational Unit (OU) | "Autorizado ante Notario" + Notary Identification

Organizational Unit (OU) | "Certificado Notarial de facturacién electrénica”

Pseudorym Pseudonym: Custodian of theertificate for invoicing.
Serial Number (SN) CIF or NIF of thesubscriber individual or entity.
Common Name (CN) Name of thesubscriber entity.

SUBJECT ALTERNATIVE NAME

Rfc822Name Email.

3.1.4.11 Notarial Certificate for Electro nic Seal (with / without secure device)

SUBJECT NAME

FIELD CONTENT

Country (C) Country (nationality of the identified natural person, indicating
the two letter code specified in ISO 3166)

Organization (O) Company nameas it appears in th&rRegistry data

Organization Identifier CIF of the subscriler entity (using the semantics proposed by

(2.5.4.97) ETSI standard EN319 4121)

Organizational Unit (OU) | "Autorizado ante Notario" + Notary Identification
Organizational Unit (OU) | "Certificado Notarial Corporativo de Sello Electrénico”

Common Name (CN) Name used to refer to the subscriber entityi{ may notmatch
exactlythe company name)

SUBJECT ALTERNATIVE NAME
Rfc822Name Email.

3.1.4.12 Indication of limits of use

3.1.4.12.1 Indication of the class of representation

This limit of use is contained in the attribute ANCERT.10.1.1, within thield Subject Directory
Attributes of the following certificates:
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- Notarial Certificate for the Representation of NaturaPersors.
- Notarial Certificate for Legal Persons
- Notarial Certificate for the Representation of Legal Persons

This limit of use corresponds to the level of guarantee in relation tdhe representation, also
indicating the absence of guarantee with respect to theepresentation for a natural person, with
the following possibilities:

"No guarantee”, which is used to indicate that the Certificate is issued without having verified
if the person has any powepf attorney to act.

- "Limited powers", which is used to indicate that the certificate is issued having verified that
the person has some poweof attorney to act. In this case, ANCERT.10.1.5 attribute bmit of
usemust be used, whichincludesthe power of attorney by reference.

- "General Powers", which is used to indicate that the certificate is issued having verifiedath
the person has all the general powers oattorney, either for being a legal or organic
representative, or for being a voluntary representative with general powers$o act

3.1.4.12.2 Indication of the limit on the amount of financial transactions

This limit of use limit is containedin the attribute QcEuLimitValuewithin the extension Qualified
Certificate Statementsof the following certificates:

- Notarial Certificate for the Representation of Natural Persons.
- Notarial Certificate for Legal Persons.

- Notarial Certificate for the Representation of Legal Persons.

- Notarial Certificate for Electronic Invoicing.

The limit of amount limit is encoded according to the definition in the specification ETSI TS 101
862, including the following fields:

- Currency, according to nam ISO 4217.
- Amount.
- Exponent.

The limit value is calculated using the following formula:Value =Amount x 1(QExponent

3.1.4.12.3Indication of the limit of use by other reasons

This limit of useis contained in the attribute ANCERT.10.1.5 within the fieldSubjectDirectory
Attributes of the following certificates:

- Notarial Certificate for the Representation of Natural Persons.
- Notarial Certificate for Legal Persons.
- Notarial Certificate for the Representation of Legal Persons.

- Notarial Certificate for Electronic hvoicing.
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- Notarial Certificatesfor Secure Application
- Notarial Certificate for Timestamping.
This attribute is always used when the attribute ANCERT.10.1.1 has the value "Poderes limitados".

Applies to any limits of use of the certificatg(it is understood that different from the limit of
amount), expressed as a URL that contains the lisff powers of attorney /faculties of the
representative.

3.1.4.13 Indication of additional attributes of the natural person

Notarial Certificates can incorporate additional attrikutes of the requesting natural personsuch
as. membership of a professional college, honorary positions, etc ...) within the attribute
ANCERT.10.1.4 dBubject Directory Attributes

3.1.4.14 Additional information relating to the representation

Certificates incuding any representation contain the following specific information, which are
contained inattributes within the field Subject Directory Attributes

The representation document is contained in the attribute ANCERT.10.1.3

This attribute includes the nameand surname of the authorizing Notary of the representation
document, as well as the number and year of the corresponding protociml case of power of
attorney, or to the Entity or granting Body,if this representation is not derived from a power of

attorney.

The attribute ANCERT.10.1.6 contains the registry data of the representation.

This attribute contains information relating to the registration of the deedor legal information
about the appointment of the representative, registered in the legal or adinistrative registry
corresponding to the natural or legal person, when itvas mandatory.

The attribute ANCERT.10.1.7 contains the identification of the represented person.

This attribute includes adistinguished name attribute formed by a combination othe following
components

- When the represented is a natural person:
o Country.
0 Surname.
o Given Name.
o Serial Number.
- When the represented is a legal person:
o Country.
o0 Organization.

o Serial Number.
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The Notarial Certification Agency publishes in thaepository information on the syntax and
semantics required for theprocessingby third parties of such extensions and private attributes

3.1.5 Unigueness of names

The names of the subscribers of certificates are unique for each Certification Entity managed by
the Notarial Certification Agency. A person can only have more than one certificate with the same
name (at once) during the certificate renewal periodo ensure the continuity of their operations.

A name that has already been used for a given subscriber will never besigned to a different
subscriber.

3.1.6 Naming conflict resolution and management of registered trademarks

Name conflicts areresolved by the inclusion, in the distinguished name of the certificatepf key
ET 1 ARAOG O EAAT, 0fequvaleAtArdna ta id@htiicdtion number for legal persors, as
appropriate.

Applicants of certificates must not include names in their requests that may constitute
infringement, by the future subscriber, of third party rights

The Notarial Certification Agency establisheseasonable controls to ensure that applicants for a
certificate have rights over the trademarks included in a certificate request by consulting the
database of the Spanish Patent and Trademark Office.

However,in case of reception of aotification of a name conflict, according tdhe Spanish law, the
Notarial Certification Agency mayengage inthe appropriate legal actions to block or withdraw
the issuedcertificate.

In any case, the Notarial Certification Agenagservesthe right to reject a certificate request due
to name conflict.

3.2 Initial identity validation

This section declares the identification and authentication procedures that must be used during
the registration of subscribers, including entities and individuals, which must beonductedprior
to the issuance and delivery of certificates.

3.2.1 Proof of possession of the private key

This section describes the methods used to prove the possession of the private key corresponding
to the public key being certified.

The method of proof of possession of prate key shall be PKCS#10, another cryptographically
equivalent test or any other reliable method approved by the Notarial Certification Agency.

This requirement does not apply when the key pair is generated by the registration entity, by
delegation of thesubscriber, during the process of personalization or delivery of the qualified
signature creation device to the subscriber or key holder.
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In this case, the possession of the private key goved by the existence of aeliable method of
delivery and accepance of thesecuredevice and the corresponding certificate and key pair stored
init.

3.2.2 Authentication of the identity of the organization

In general, supporting documentation must be provided by the applicant regarding the following
points:

- Full legal nameof the organization.
- Legal status of the organization.
- Tax identification number.

- Registry identification data.

3.2.2.1 Required identification elements

The document necessary to prove to the Notary the identity of the legal person is the deed of
constitution or, in the case of organizations whose constitution does not require a deed, any public
documentproving the identity of the organization .

3.2.2.2 Validation of the identification elements

The role of Registration Entity is assumed by a Spanish Notarin charge ofchecking the
supporting documentation provided by the applicant.

3.2.3 Authentication of the identity of the natural  person

The process of identification and authentication of a natural person is performed exclusively by
physical presence in front of a Spanishatary, who acts as the registration entity
3.2.3.1 Required identification elements

The types of documents that are needed to confirm the identity of an individual are only the
national identity card, residence card, passport or other lawful means, providetthat it contains
at least the following information:

- Name and surname.
- Birthdate.
- Tax Identity Number (NIF or, where appropriate, NIE)

In the case ofNotarial Certificates ofPersonal Representation, it is also necessary to accredit the
applicant as a represetative of another natural person, deed, public document or, if applicable
judicial or administrative resolution from where the representation derives.

When the certificate includes other attributes of the natural person (nembership of a professional
college, honorary positions,8,), the Notaryshould checkand collectthe appropriate documents
proving these circumstances
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The requestor can submit original documentation within ten days prior to the requesting of the
certificate. It is the responsibility of the subscriber to communicate to the Notarial Certification
Agency, any possible change in personal attributes

3.2.3.2 Validation of the identification elements

The validation of the required identification elementsis performed exclusively by a Spanish
Notary, checking the validity, originality, authenticity and sufficiency of the documentation
provided.

3.2.3.3 Need for personal presence

For certificates that identify a natural person, it is required the presence of the person identified
in the certificate.

For Notarial Certificates for Legal Persongt won't be required the physical presence of the person
acting as custodian ifand included in the deed as such)f afforded a requesting document with
the signature legitimated by a notary

3.2.3.4 Binding of the natural person to an entity

For Notarial certificates, this binding between a natural person and an entity exists only for
Notarial Certificates for Legal Persons and for Notarial Certificates for theeBresentationof Legal
Persons.

For Notarial Certificates for LegalPersons this natural person is called custodian. FoNotarial
Certificates for the Representationof Legal Personsthis natural person is the representative

The document to prove the condition of representative of an entity is a deed or a public docunten
from which derives the representation derives.

When a natural person acts as a representative of an entity, the Notary shall evaluate the adequacy
of the faculties verifying the data provided either by consulting the registry either by checking the
proper public documents when those are not of compulsory registration

In the case of consulting theCompaniesRegistry, even assuming no registration of the faculties,
the Notary may authorize the issuance covered by commercial lawshe case in which the
accreditation of the faculties is documented in a deed authorized by the Notary acting as
registration entity). This request should be addressed to the Companid3egistry to obtain
information about the involved organizations

For Notarial Corporate Certificaes, the notarymust check the alleged facultiesn accordance with
the provisions ofthe Law on Electronic Signature

3.2.4 Authentication of the identity of information systems

3.2.4.1 Required identification elements

For Notarial Systems Certificates containing domainames, it is necessary to establish an online
connection to anyinternet domain registry to obtain the document accrediting the possession of
the domain name.
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In addition to this verification, the DNS entry of type Certification Authority Authorization(CAA)

will be verified and processed for each domain included in the certificate, in accordance with the

provisions of RFC 6844 and section 3.2.2& the AT AOI AT O O" AGATI ET A 2ANOEOA
Policy for the Issuance and Management of PublicljrusteA # AOOEAZEAAQOAO &1 £ OE/
Forum.

3.2.4.2 Validation of the identification elements

It should be checked the following ownership information: contact, organization, full name and

contact details

3.2.5 Unchecked subscriber information

Unverified subscriber information is not included in the certificate

3.3 Identification and authentication for Re -key Requests

3.3.1 Validation for the regular renewal of certificates

The certificates can be renewed during their lifetime or within three months after its expiration.

Before renewing a certificate, the Notarial Certification Agency or the relevant registration
authorities shall verify that the information used to verify the identity (and other related
information) of the subscriber and the key holder, is still valid

The electonic signature based on a certificate can be used to request its renewal, always before
its expiration.

If any information of the subscriber or the key holder has changethese changes will be properly
recorded in accordance withthe provisions of secton 3.2 of this Certification Practice Statement.

3.3.2 Validation for the renewal of certificates after revocation

Not applicable, since the Notarial Certification Agency does not renew in any case certificates that
have been revoked.

3.4 Identification and authentication for change of status requests
3.4.1 Identification and authentication for suspension request s

The legitimate applicant must call the number 912187676 of the Customer Service Center of the
Notarial Certification Agency

For the appropriate evidentiary purposes, the conversation between the operator and the
applicant may be recorded

3.4.2 Identification and authentication of revocation request s

The Notarial Certification Agency checks the revocation requests, verifying that they corfrem
an authorized person using the following methods:
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- In front of a notary with the same requirements as for the issuance request, regarding the
identification and ownership of the certificate to revoke

- By means of the valid electronic signature of #arevocation request made with the certificate
to be revoked.
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4.1 Certificate Application

Prior to the issuance and delivery of a certificate, it musexist a certificate application, at the
request of an inteested party.

There may bethe following types ofrequests.

1) Pre-request, consistingof an electronic or inperson request for a certificate (it does not
contain a public key, nor is it digitally signed).

2) Request,generatedin person and produdng a technicd and electronic request by the
registration entity, with the generation of keys orusing a public key provided by the
applicant (PKCS # 10 or compatible mechanistimcluding the public key and the digital
signature, in order toprove the possession of therivate key, in accordance with section
3.2.10f this Certification Practice Statement).

4.1.1 Legitimation to of issuance requests

Thefollowing individuals are entitled to request the issuance of a certificate:
1) The natural person who will be the subscriber.

2) The representative of a natural or legal person, includinghe board of an entity with the
previous agreementof all its members.

3) The custodian ofnotarial certificate for legal person.

In order for third parties to trust the terms of a certificate issued to a natural person in
representation of another natural person, is required the concurrence of two elements, one
subjective and another objective, which are respectively the following

1) The notary checks the alleged faculties dlie natural person who requests the certificate

2) The certificate includes, in generic or specific terms, the faculties according to the provisions
of this doaument, in accordancewith the provisions of section3.1.4.120f this Certification
Practice Statement.

Additionally, when the requestor is a representative of a legal person requesting certificates for
other natural persons, it is required the presence in front of a notary who acts as registration
entity, identifying individ uals who will be identified in certificates and have the status of key
holders.

The certificates will be requested for these persons, depending on the scapieghe representation
that they have previouslybeengranted in public documentsand within the faculties of delegation
held by the person acting as thepplicant.

The faculties of representation included in the certificates have to agree with those described in
the corresponding public documents
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The notary checks that the requestor acted as the peesentative of the legal person when the
faculties were legally granted. The reception of the certificate has to be done necessarily by the
key owner, and must be included in the corresponding policy

4.1.2. Registration procedure: responsibilities.

The registration processshould include the physical presence in front of a Spanish notarjor the
verification and confirmation of the applicant's personal identity, as well as the provision of the
corresponding documentation, the completion of forms, and thsigning of contracts.

During this phase, the Notary ensures that the certificate requests are complete, accurate and duly
authorized, and informs the subscriber or the key holder, as appropriate, of the terms and
conditions applicable to the certificate.

The aforementioned information is communicated in a durable medium, on paper or
electronically and in easily understandable language.

The request is accompanied by supporting documentation of the identity and other circumstances
of the applicant, the futuresubscriber and the key holder, as appropriate, in accordance with the
provisions of sections3.2.2and 3.2.30f this Certificate Practice Statement.

Also, it must be provideda physical addressr other equivalent data,which allows to contactwith
the requestor, thefuture subscriber andthe key holder, asappropriate.
4.2. Certificate Application Processing

4.2.1. |Identification and authentication

Once a certificate request has been received, the Notary ver#iehe information provided, in
accordance with section3.2 of this Certification Practice Statement.

This verification is done generally in the presence of the requestor, with the following exceptions

- Applications made by applcants for Notarial Certificates for the Representationof Legal
Persons may require the presence of the representatives

- Applications of Notarial Certificatesfor Legal Persongnvolving a signature legitimated by a
notary will not require the presence ofthe custodian

4.2.2. Approval or rejection of the application

In general, when theprovided documentation is insufficient, thenotary will not authorize the
issuance of the certificate.

If data are verified correctly, the notary must approve the request of theertificate and inform of
such approval to the requestor

4.2.3. Resolution term to attend the request

No stipulation.
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4.3. Certificate issuance

Generally, the issuance of Notarial Certificates uses a secure signature creation device, except for
Notarial Systems Cerficates which may also be issued as software certificates

The issuance of Notarial Certificatefor electronic seakwith the guarantee of a secure deviceses
a secure signature creation devicéor electronic seals

A qualified deviceis a cryptographic card, a USB device or any other type of device, especially
cryptographic machinery (HSM), that meets the requirements established by Annex Il of

Regulation (EU) 910/2014 and that appears in the list of qualified signature creation devices

referred to in article 31 ofthis regulation.

4.3.1. Actions during the issuance process

In order to issue a new certificate the Notary, acting as the registration entity, must access the
certificate issuance applicationAccess to the application is protected, identifying th operator by

his digital certificate. The application checks that the operator, once authenticated, is authorized
to issue the certificate. This ensures that communication between the RA and the CA is done in a
secure way

Following the approval of the reuest, the notary proceeds to the issuance of the certificate. The
actions to be taken to issue the keyand the certificateare different, depending on whether the
support for storageis a cryptographic card, a security module, or software

In all casesthe Notarial Certification Agency:

- Uses a procedure to generate certificates that securely bind the certificate with the
registration information, including the certified public key.

- Protects the confidentiality and integrity of registration data, especidly if they are
exchanged electronically with the requestor during thepre-application.

- Includes in the certificate the information established in Annex | of Regulation (EU)
910/2014, in accordance with the provisions of sections3.1 and 7.1 of this Certification
Practice Statement.

- Indicates the date and time of issuance.

- In cases where the Notarial Certification Agency provides the secure signature creation
device, follow a procedure for the managemérof secure devices to ensure that the device
is delivered in a secure way to thapplicant or the key holder, as appropriate

- Usestrustworthy systems and products that are protected against any alteration and
ensure technical and cryptographic security bthe certification processes that they
support.

- Ensures that the certificate is issued by systems that use protection against forgery and,
when these systems generate private keys, the confidentiality of the keys during the
process of generation is guaraiee.
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4.3.1.1. Issuance in cryptographic card
The actions to be followed are as follows:

1. The notary inserts his cryptographic card (containing the certificate which identifies
him as a registration authority) into the card reader and accesses the registration
application.

2. Once authenticated, the Notarinserts the cryptographic card of the key holder into the
card reader, which has previously been delivered by the Notary along with the
corresponding PIN and PUK codes in a sealed envelope.

3. The Notary complets the registration form with the information provided by the
applicant, and requests the issuance of the certificate

4. The registration application requests the PIN corresponding to the cryptographic card
of the applicant, to activate the key generatioprocedure.

5. Thekey pair is generated in the subscriber's cryptographic card and a request is sent to
the Notarial Certification Agency, which generates the certificate and sends it via SSL to
the computer of the notary, being automatically stored in thesubscriber's cryptographic
card.

4.3.1.2. Issuance in hardware cryptographic module or software

The actions to be followed for issuance in this medium are the following:

1. The applicant must present the file in PKCS#10 format containing the certificate request
to the Notary.

2. The Notaryinserts his cryptographic card(containing the certificate which identifies
him as a registration authority) into the card reader and accesses the registration
application.

3. The Notarychecks, using the tools provided by the dtarial Certification Agency, that
the file provided by the requestor matches the information in the certificate profile

4. If the data is correctthe Notary completes the certificate request form and send the
request to the Notarial Certification Ageny.

5. Within a maximum period of 48 hours, the applicant can obtain their Notarial Certificate
by downloading it from the addresswww.ancert.com.

4.3.2. Notification of the issuance to the subscriber

The Notarial Certification Agency notifies, in the act of issuance or later, the issuance of the
certificate to the subscriber or, where appropriate, to the key holder.

For systemcertificates or certificates of other types issuedvith keys generated in secure devices
owned bythe applicant, it is notified that the certificate is available within a maximum period of
48 hours, and that the applicant can obtairhis Notarial Certificate by downloading it from the
addresswww.ancert.com.
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4.4. Catificate Acceptance

The Notarial Certification Agency:

- Provides the subscriber or key holder with access to the certificate, delivering, where
appropriate, the qualified device.

- The Notary, asthe registration entity, authorizes a policyin the presence 6 the applicant or,
where appropriate, the key holderwith the acceptance of the generassuing conditions and
including the following minimum content:

a) Basic information about the policy and uses of the certificate, including information on
the Notarial Certification Agency and tle applicable Certification Practices Statement,
their duties, faculties and responsibilities.

b) Information about the certificate and the qualified device, as appropriate.

c) Acknowledgment by the subscriber or key holder, agppropriate, of receiving the
certificate and, where appropriate, the qualified device, and acceptance of the elements.

d) Obligations of the subscriber and, where appropriate, the key holder.
e) Responsibilities of the subscriber and, where appropriatethe key holder.

f) The procedure for the secure delivery to the subscriber and the holder of the private
key, activation data and, where appropriateof the qualified device, in accordance with the
provisions of sections6.2 and 6.4 of this Certification Practice Statement.

g) The date of delivery and acceptance.
4.4.1. Conduct constitutive of the acceptance of the certificate

The acceptance of the certificate by the Subscribehould be understoodfrom the time of issuance
and delivery by the Notarial Certification Agency and the signature before Notary of the
corresponding policy.

By accepting the Certificate, the Subscriber also accepts the terms of use and the conditions stated
in this Certification Practce Statement

In any case, by accepting a Certificate issued by the Notarial Certification Agency, the Subscriber
declares

a) That all information provided during the Certificate application procedure is true

b) That the Certificate will be used exclusivelydr legal purposes and authorized by the
Notarial Certification Agency, according to this Certification Practice Statement and
always within the scope determined in each Certification Policy.

c) That ensureshis exclusive control over the Signature creation Ota that correspond to
the Signature verification Data included inthe certificate issued by the Notarial
Certification Agency and linked tdhis personal identity, which, in any case and merely
as anexample , will include the actions and measures necessaty prevent its loss,
disclosure, modification, or use by a third party other than the subscriber.

49



ANCERT: Certification Practice Statement. Notarial Certificates.

The Notarial Certification Agency considers any certificate accepted by the subscriber and
published in its correspondingcertificate repository to be valid,provided that it has not expired
and thatno reason for revocation is known

4.4.2. Publication of the certificate

Once the certificate has been issued, the Notarial Certification Agency automatically publishes a
copy in the correspondingcertificate repository, in accordancewith the provisions of section2.1
of this Certification Practice Statement andomplying with the relevant access controls.

4.4.3. Notification of the issuance to third parties

The Notarial Certification Agency does natotify the issuance of certificates to third parties.
4.5. Key Pair and Certificate Usage

4.5.1. Use by the subscriber and, where appropriate, the key holder

45.1.1. Obligations of the subscriber and, where appropriate, the key holder
By the general conditions of issuancehe Notarial Certification Agency requirsthe subscriber to:
- If the subscriber generates his own keys, to:

a) Generate the keys using an algorithm recognized as acceptable for qualified electronic
signature.

b) Create the keys within the qualified signatue creation device.

c) Use key lengths and algorithms recognized as acceptable for qualified electronic
signature.

- Provide the Notarial Certification Agency and its registration entities with complete and
proper information, especially regarding the registation procedure.

- Give theconsent prior to the issuance and delivery of a certificatdfor the publication in the
repository and when appropriate,for the notification of the issuanceto third parties.

- Comply with the obligations established for the subsdber in this Certification Practice
Statement

- Use the certificate in accordance with the provisions of sectiah4 of this Certification Practice
Statement.

- Bediligentin the custody of the private key, in order to avoid unatibrized uses, in accordance
with the provisions of sections 6.1, 6.2 and 6.4 of this Certification Practice Statement,
allowing the use of the private keyto any other person.

- Notify the Notarial Certification Agency and any other person trusting the certificate, without
unjustifiable delays:

a) The loss, theft or potential compromise of the private key or the qualified device.
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b) Loss of control over the private key or thegualified device, due to the compromise of
the activation data (for example, the PIN code of the qualified signature creation device,
or the activation device) or for any other reason.

¢) The inaccuracies or changes in the content of the certificate thdte subscriber or the
key holder know or could know.

- Cease in the use ofhe private key after the period indicated in section6.3.2 of this
Certification Practice Statement.

- Transfer to the key holders their specific obligations

- Do not monitor, manipulate or reverseengineer on the technical implementation of the
certification services of the Notarial Certification Agencyor the General Council of Notaries,
without prior written permission .

- Do not intentionally compromise the security of certification services of the Notarial
Certification Agencyor the General Council of Notaries, without prior written permission

The subscriber of the certificate for electronic signature that generates digital signatures using
the private key @rresponding to his public key included in the certificate, acknowledges, in the
corresponding legal document, that these electronic signatures are electronic signatures
equivalent to handwritten signatures, in accordance with the provisions of the Articl@5 of
Regulation (EU) 910/2014.

45.1.2. Civil liability of the subscriber of the certificate

The Notarial Certification Agency obliges the subscriber and, where appropriate, the key holder,
through the general conditions of issuance, to guarantee:

- Incase the subcriber was the certificate applicant, that all the statements made in the request
are correct.

- That all the information provided by the subscriber that is included in the certificate is correct.

- That the certificate is used exclusively for legal and authized uses, in accordance with this
Certification Practice Statement.

- That each digital signature created using the public key included in the certificate is the
subscriber's digital signature and that the certificate has been accepted and is operational (
nor expired neither revoked) at the time of signature creation.

- That the subscriber is an end entity and not a certification service provider, and that he will
not use the private key corresponding to the public key included in the certificate to sign any
other certificate (or any other certified public key format), or Certificate Revocation List,
neither as a certification service provider nor in any other case.

- That he will only create digital signatures while he is sure that no unauthorized person has
ever had access to his private key

- That the subscriber is solely responsible for the damages caused by his breach of the duty to
protect the private key and, where appropriate, to correctly generatehis key and use
properly the qualified signature device.
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4.5.2. Useby third parties who trust the certificates

45.2.1. Obligations of the third part ies that trust the certificates

In accordance with the general conditions of use, the Notarial Certification Agency obliges the
third parties who trust the certificates to:

- Get ternal advice about the fact that the certificate is appropriate for the intended use

- Check the validity, suspension or revocatiostatus of issuedcertificates using information on
the status of certificates.

- Check all certificates in the certificationhierarchy, before relying on digital signatures or in
any certificate in the hierarchy.

- Be aware of any limitations on the use of the certificate, regardless of whethe¢hese
limitations are included in the certificate itself or in the contract signed withthe third party
that trusts the certificate.

- Be aware of any precaution established in a contract or in another instrument, regardless of
its legal nature.

- Not to monitor, manipulate or reverse engineer the technical implementation of the
certification services of the Notarial Certification Agency or the General Council of Notaries,
without prior written permission.

- Not intentionally compromise the security of the certification services of the Notarial
Certification Agency or the General Council of Notarse without prior written permission.

- Regarding the certificates for generating electronic signatures, recognize that the electronic
signatures correctly verified with the certificates, are electronic signatures equivalent to
handwritten signatures, in accadance with article 25 of Regulation (EU) 910/2014

45.2.2. Civil liability of the third part ies that trust certificates

In accordance with the general conditions of use, the Notarial Certification Agency obliges the
third party that trusts the certificates to recognize that:

- has enough information to make an informed decisioto trust the certificate or not.

- is solely responsible for trusting or not the information contained in the certificate.

- will be solely responsiblefor the violation of its obligations as athird party that trusts the
certificates.

4.6. Certificate Renewal

Certificate renewal is not allowed without changing keys.
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4.7. Certificate Re-key
4.7.1. Grcumstances of the renewal of the certificate with a change of keys

The certificates must be renewed together witithe keys when the end of theiwvalidity period is
reached or the end of the period of life of the qualified device in which they are stored

4.7.2. Legitimation to request the renewal

Before the issuance and delivery of a renewed certificate, there is a requédst renewal of the
certificate, which occurs at the request of the subscriber or the key holder, as appropriate.

4.7.3. Processing the renewal request

The renewal request may be made and sent by the subscriber or the key holder, with their valid
certificate, as poof of private key possession, provided that no more than five years have elapsed
since the issuance of the certificate to be renewed

If the information to include in the renewed certificate has not changed, including contact
information, a new certificate is automatically issued and delivered.

In the case of renewal of certificates that have expired or have been revoked, there is no automatic
renewal, and the procedures for the issuance of a new certificate must be followed

For certificate renewals in ghysical presence, the procedures for the issuance of a new certificate
must be followed

4.7.4. Notification of the issuance of the renewed certificate

The Notarial Certification Agency natifies the issuance of the certificate to the subscriber and the
key holder, as appropriate, at the email address included in the certificate

4.7.5. Conduct that constitutes acceptance of the certificate
Without stipulation.
4.7.6. Publication of the certificate

The Notarial Certification Agency publishes the renewed certificate in thRepostory referred to
in section 2.1, with the appropriate security controls.

4.7.7. Notification of the issuance to third parties
The Notarial Certification Agency does not notify the renewal of certificates to third parties.
4.8. Certificate Modification

The modification of certificates, except the modification of the certified public key, which is
considered renewal, is treated as an issuance of a new certificate, in accordance with sectibris
to 4.4 of this Certification Practice Statement.
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4.9. Certificate Revocation and Suspension
4.9.1. Causes of revocation of certificates

The Notarial Certification Agency may revoke a certificate due, at least, to the following causes
1) Circumstances that aféct the information contained in the certificate:

a) Modification of data included in the certificate.

b) Some data included in the certificate request is known to be incorrect.

¢) Some data included in the certificate is known to be incorrect
2) Circumstances that affect the security of the key or the certificate:

a) Compromise of the private key or the infrastructure or systems of the Certification
Entity that issued the certificate, provided that it affects the reliability of the certificates
issued sirce that incident.

b) Infringement, by the Notarial Certification Agency, of the requirements set forth in the
certificate management procedures established in this Certification Practice Statement.

¢) Compromiseor suspicion ofcompromise of the security d the key or the certificate of
the subscriber or key holder.

d) Unauthorized access or use, by a third party, of the private key of the subscriber or key
holder.

e) The irregular use of the certificate by the subscriber or the key holder, or the lack of
diligence in the custody of the private key.

3) Circumstances that affect the security of the cryptographic device:
a) Compromise or suspicion of compromise of the security of the cryptographic device.
b) Loss or damaging of the cryptographic device.

¢) Unauthorized access, by a third party, to the activation data of the subscriber or key
holder.

4) Circumstances that affect the subscriber or the holder of keys:

a) Termination of the legal relationship between the Notarial Certification Agency and the
subsciiber.

b) Modification or termination of the underlying legal relationship or whatever caused the
issuance of the certificate to the subscriber or the key holder.

c¢) Violation, by the applicant of the certificate, of the prestablished requirements for
performing the request.
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d) Violation, by the subscriber or the key holder, of their obligations, responsibility and
guarantees, established in the delivery document or in this Certification Practice
Statemente.

e) The supervening incapacity or the death of #nsubscriber or the key holder.

f) In the case of certificates for communities, thextinction of the legal person acting as
the subscriber of the certificate, as well as the ending of the authorization of the subscriber
to the key holder, or the end of tle relationship between subscriber and key holder.

g) The existence of a revocation request from the subscriber, in accordance with the
provisions of section3.4.20f this Certification Practice Statement.

5) Other circumstances:

a) The suspension of the digital certificate for a period longer than that established in
section4.9.160of this Certification Practice Statement.

b) Modification of the Certification Practice Statement that is not accepted bthe
certificate subscriber.

c) The termination of the service by the Notarial Certification Agency, in accordance with
the provisions of section5.8 of this Certification Practice Statement.

If the entity to which the revocation request is addressed does not have all the information
necessary to determine the revocation of a certificatdyut has evidence ofts compromise, it may
decide to suspend it.

In this case, the actions performed during the suspension period are considerénvalid, as long
as the certificate is finally revoked. They are valid if the suspension is lifted and the certificate
returns to the valid status

The general issuance conditions establish the obligation to request the revocation of the
certificate in case of having knowledge of any of the circumstances indicated above.

4.9.2. Legitimation to request the revocation

They are authorized to request the revocation of a certificate

- In any case, the subscriber in whose name the certificate was issyesither a natural person
or anentity. In the case of an entity, it must act through a natural person with sufficient legal
powers to revoke the certificate.

- Inthe case of certificatedor legal representation, also the representedeither a natural person
or anentity. If the represented is an entityjt must act through a natural person with sufficient
legal powers to revoke the powers alleged by the custodian at the time of obtaining the
certificate, or the representation relationship thatappearsin the certificate.

2|n particular, for certificates for code signing it is the subscriber's responsibility that the certificate is not
used to sign any type of code that may be considered hostile (including spyware and malwar&pon
receiving a complaint if amisuse of the certificatehas been verifiedthis will constitute animmediate cause
for the revocation.
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- Any Notary acting asaregistration entity.
4.9.3. Revocation request procedures

The entity intending to revoke a certificate should request it to the Notarial Certification Agency
or, where appropriate, to any authorized registration entity,and should provide he following
information :

- Date of the revocation request.

- Detailed reason for the revocation request.

- Name and title of the person requesting the revocation.

- Contact information of the person requesting the revocation.

In those caseswhere immediate revocation of the certificate is required, a call shall be made
requesting the suspension, or an email shall be sent to the Notarial Certification Agency at the
electronic addressrevocacion@ancert.com

Before proceeding with the revocaibn, the request is authenticated in accordance with the
requirements established in sectior.4.20f this Certification Practice Statement.

If the recipient of the request is a Notary acting as the registration entitjie must:

- ldentify the applicant in accordance with the requirements established in sectio8.4.23
of this Certification Practice Statement.

- Verify that the applicant is authorized to request the revocation of the certificate.
- Authorize a certificate revocation policy.
- Generate the request by accessing tlanline revocation application.

The revocation request is processed upon receipt.

The subscriber and, where appropriate, the key holder, are informed about the changé the
status of the revoked certificate.

The Notarial Certification Agency cannot reactivate the certificate, once revoked.

49.3.1. Revocation r equest for certificates for Code Signing

When a third party detects that a Code Signing certificate issued by the Notarial Certification
Agency is being used to sign hostile code, they can report it to the address
revocacion@ancert.comlt must be provided in the corresponding mail, details of theertificate

and contact information so that the Notarial Certifcation Agency can communicate with the
complainant to study the case. As soon as the Notarial Certification Agency can resolve whether a
prohibited use of the certificate is being made or not, it will proceed to execute the revocation
request or to deny i.
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4.9.4. Time period for the request of revocation

Revocation requests will be sent reasonablgiligently as soon as the cause of revocation is known.

Outside the hours of attention of the Registration Authorities, the subscriber can request the
precautionary suspension of the certificate contacting the Customer Service according to the
procedure established in sectiort.9.15.

4.9.5. Time period to process the revocation requests

The time elapsed between the reception of a revocation requeand the execution of the change
of status of the corresponding certificate will not exceed 24 hours in any case, including the time
of dissemination of the information of the revocation information

4.9.6. Obligation to consult certificate revocation information

Third parties that trust the certificates must check the status of those certificates that they want
to trust.

One method by which the status of certificates can be verified is by consulting the latest Certificate
Revocation List issued by the Certificatin Entity that issued the certificate.

The Notarial Certification Agency provides information to third parties that trust certificates
about how and where to find the corresponding Certificate Revocation List; among other methods,
by including the web addess of publication of the list in the certificates

4.9.7. Frequency of issuance of certificate revocation lists (CRLS)

The Notarial Certification Agency issues a new CRL at least every 24 hours. Additionally, a new
CRL will be issued after the suspension or wecation of a certificate.

The scheduled time to issue a new CRL is indicated in the CRL, although a CRL can be issued before
the term indicated in the previous CRL.

Revoked certificates are removed from the CRL 60 days after their expiration date
4.9.8. Time elapsed between generation and publication of the CRLs

Once the CRLs are generated, they are published at the distribution points indicated in the
certificate extension with a propagation time of less than fifteen minutes.

4.9.9. Availability of certificate status checking services

The Notarial Certification Agency has a public OCSP service to provide status information on
certificates, accessible at the web address indicated on the certificates.

This service is available 24 hours a day, 7 daysaeeek.

In the event of failure of the certificate status checking systems for causes beyond the control of
the Notarial Certification Agency, it will make its best efforts to ensure that this service remains
inactive for the minimum possible time
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4.9.10. Online revocation check requirements

The OCSP request to check the status of a certificate must include the serial number of the
certificate and the identifying information of the issuer certificate authority.

The OCSP service offers status information on cditiates beyond their validity period.

The response generated by the OCSP service contains the status information of the certificate at
the time of the query. If the request cannot be processed, the server will generate an error
response. The third party vdidating the certificate must ensure that the certificate used to sign

the OCSP response, is a certificate with the extended key usage for OCSP signing and that it has
been issued by the same certification authority as the certificate included in the regsie

49.11. Other forms of certificate revocation information

Alternatively, third parties who trust the certificates can check their status at the Notarial
Certification Agency's Certificate Repository, which is available 24 hours a day, 7 days a week, at
the web addresshttps://www.ancert.com .

4.9.12. Special requirements in case of compromise of the private key

The compromise of the private key of a Certification Entity will be notified, as far as possible, to
all the participants in the certification services of the General Council of Notaries and the Notarial
Agency of Certification

This notification occurs at least through the publication of information in theRepository of the
Notarial Certification Agency

4.9.13. Causes of suspension of certificates

The Notarial Certification Agency can suspend certificates in the following cases:
- By receiving the corresponding request.

- The existence of aydicial or administrative resolution, or the existence of an investigatioyor
judicial or administrative proceeding that could determine that the certificate is affected by a
cause for revocation.

- The existence of serious doubts about the concurrence cdusesfor revocation.

It must be ensured that the certificate is not suspended for longethan necessary to confirm the
above caises

4.9.14. Legitimation to request the suspension

The subscriber, the natural or legal person represented biyre subscriber or an authorized third
party may request the suspension of a certificate.

The Notarial Certification Agency may also request the suspensiomhen it became known, by
reliable means of the occurrence of any of the causes for suspension
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4.9.15. Procedures of request of s uspension

Torequest a suspension electronicallythe subscriber orthe key holdershould make a phone call
to the number912187676 of the Customer Service Center of the Notarial Certification Agency. For
the appropriate evidentiary purposes, the conversation between the operator and the applicant
for the suspension may be subject to recording anstoring on a qualified device.

It is not allowed to request the suspension of a certificate by email
4.9.16. Maximum period of suspension

The maximum suspension period is sixty (60) calendar days from the date in which the Notarial
Certification Agency has etictive knowledge of any of the causes of suspension, and this is stated
in the Certificate Repository and in the Certificate Revocation List

4.9.17. Lifting the suspension

Subscribersmay request the lifting of the suspension during the sixty (60) days followinghe
suspension, by calling the number 912187676 of the Customer Service Center of the Notarial
Certification Agency. For the appropriate evidentiary purposes, the conversation between the
operator and the applicant may be subject to recording

The applicant for lifting the suspension must respond with the password that would have been
stated for this purpose in the certificate application process. In case the answer coincides with
said password, the operator will proceed to lift the certificate suspension.

In all cases, once the suspension of the Certificate has been lifted, it will be published on the spot
in the Certificate Depository of the Notarial Certification Agency, producing from that moment
effects with respect to third parties, and included in tle List of Revoked Certificates (CRL) within
the maximum period of twenty-four (24) hours.

In the event that the suspension has come from the Notarial Certification Agency, it may only
proceed to lift the suspension of the certificate when by reliable mearishas had knowledge of
the extinction of the cause that motivated the suspension. In this case, immediately afterwards it
shall be removed the Certificate from the Revocation List

4.9.18. Notification of revocation or suspension

The subscriber whose certificatehas been suspended or revoked must be informed of that fact, as
well as, where appropriate, of the lifting of the suspension, so the Notarial Certification Agency
will notify it by email or by postal letter or even by phone when this notification has nobeen
possibleby any of the two previous forms.

Notwithstanding the provisions of the preceding paragraph, the notification shall be deemed duly
completed when it has been made by email to the address that appears on the certificate and,
therefore, previously accepted by the user of the certificate.

However, if the system produces an error message or rejects the communication, it will be
understood that the Notarial Certification Agencyhas sufficiently fulfilled with its obligation when
the notification has been sealedIn order to further justify compliance with due diligence, the
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Notarial Certification Agency will keep for fifteen years the electronic proof of the communication
of the revocation or suspension.

The expiration or suspension of the validityof an electronic certificate will remain accessible in
the Directory of Certificate Revocation Lists at leasintil the date of completion ofits initial period
of validity.

4.10. Certificate status Services
4.10.1. Operational features of the services

The certificatestatus checking services are provided through a web query interface, the Certificate
Repository, and the OCSP service.

4.10.2. Availability of services

Certificate status checking services are available 24 hours a day, 7 days a week, yreaind, except
for schedulked stops

4.10.3. Optional features
No stipulation.

4.11. End of Subscription

The subscription ends after the period of validity of the certificate, expiring the certificate
consequently.

As an exception, the subscriber may maintain the existing service by requestingethenewal of
the certificate, in the cases and terms determined kiyis Certification Practice Statement

4.12. Key Escrow and Recovery

4.12.1. Policy and practices for key escrow and recovery

The Notarial Certification Agencydoesnot store or retrieve keys from subscibers or key holders
except for encryption keys, which are stored in the Agency Notarial of Certification with
appropriate security controls that prevent unauthorized access by third parties.

Encryption keys can only be retrieved at the request of the natal person identified in the
certificate and in the case of a court order, executing the corresponding procedure implemented
by the Notarial Certification Agency

4.12.2. Session key encapsulation and recovery policy and practices

No stipulation.

60



ANCERT: Certification Practice Statement. Notarial Certificates.

We distinguish in this section the following domains
Certificate creation domain.

Physical, management and operations controls in the domain of creation of certificates are
operated directly by the Notarial Certification Agacy and conducted in accordance with the
corresponding policy and this document

User registration and card management domain
Physical, management and operations controls in the domainf user registration and
management of cryptographic cards are operatéby a notary.

5.1. Physical security controls

Certificate creation domain

The Notarial Certification Agency hasphysical facilities to protect, at least, the services for
certificate generation, cryptographic devicesrevocation infrastructure ,and compromisescaused
by unauthorized access to systems or data.

Physical protection is achieved through the establishment of clearly defined security perimeters
around the certificate generation services, cryptographic devices and revocatianfrastructure .
The part ofthe facilities shared with other organizations must be outside of these perimeters.

The Notarial Certification Agency establiskes physical and environmental security controlsto
protect the systems and the equipment used for operations.

The environmental and physical security polides applicable to certificate generation services
cryptographic devices and revocationinfrastructure establish requirements for the following
contingencies

- Physical access controls.

- Protection against natural disasters.

- Fire protection measures.

- Failure of support systems power electronics, telecommunications, etc.)
- Collapse of the structure.

- Flooding

- Theft protection.

- Trespassing and unauthorized entry.

- Disaster recovery.

- Unauthorized departure of equipment, information, meih and applications used for the
provision of certification services

User registration and card management domain
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The Notarial Certification Agency, throughthe notary offices, has established physical and
environmental security controls to protect the resources of the facilities where the systemand
the equipment are locatedand usedfor the registration and approval of certificaterequests, as
well as the management of cryptographic cards.

Specifically, the physical and environmental security policy gplicable to the services of
registration and approval of certificate requests, as well as the management of cryptographic
cards, has established requirements for the following contingencies:

- Physical access controls.

- Theft protection.

- Trespassing and unathorized entry.
- Disaster recovery.

- Unauthorized departure of equipment, information, media and applications used for the
services of the certification service provider

These measures are applicable to theotary office's facilities where the approval of ertificate
applications and the management of cryptographic cards areperated, under the full
responsibility of the Notarial Certification Agency.

The Notarial Certification Agency has established in the facilities of the notary's office, physical
and envronmental security controls to protect the services of approval, issuance and card
management

5.1.1. Location and construction of facilities

In all domains

Physical protection is achieved through the establishment of clearly defined security perimeters.
The qudity and strength of materials of construction of the facility ensure adequate levels of
protection against intrusion by brute force

Certificate Creation Domain

The Notarial Certification Agency has facilities that physically protect the provision of ceficate
generation services, from thecompromise caused by unauthorized access to systems or data, as
well as their disclosure.

The location of the facilities allows the presence of security forces within a reasonahpgriod of
time sincean incident was rotified to them.

The Notarial Certification Agency maintains disaster recovery facilities foithe certificate
generationservices with security perimeters comparable to those of the main facilities.

User registration and card management domain

The Notarial Certification Agency, in thedomain of the notary office, has facilities that physically
protect the provision of services for the approval of certificate requests, card management and
processingof revocation, and compromises caused by unauthorized aess to systems or dataas
well as their disclosure.
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5.1.2. Physical access

Certificate creation domain

TheNotarial Certification Agency has established at least four (4) levels of security with restricted
access to the different perimeters and physical barriers

To access to locations where services related to the lifecycle of certificates are managed, it is
required the prior identification, including closed-circuit TV filming and archiving.

This identification is performed using double factor authentication techniques, including an
employee proximity card and PIN codes, except in the case of escorted visits.

Cryptographic key generation and storage for Certification Entities are made in specific units for
these purposes which will require dual access.

Access tokeys are subject to a strict policy of segregation of duties, and the opening and closing
of these cabins and safes ameqgistered for subsequent audit

User registration and card management domain.

The Notarial Certification Agency has established in th&acilities of the notary office enough
physical and environmental security controls as to protect the systems and the eigment used
for operations.

5.1.3. Electricity and air conditioning

In all domains

The Notarial Certification Agency's computer equipment isuitably protected against fluctuations
or power cuts, which could damage them odisrupt the service.

The facilities include a system of stabilization of thelectric flow, as well as seffjeneration system
with sufficient autonomy to maintain the supplyduring the time required to complete an orderly
shutdown of all systems

The equipment is in an environment that ensures a climate (temperature and humidity)
appropriate to their optimum working conditions.

5.1.4. Exposure to water

In all domains

The Notarial Cetification Agency has adequate flood detection systems to protect equipment and
assets against such eventuality

5.1.5. Fire prevention and protection

Certificate creation domain

All facilities and assets of the Notarial Certification Agency have automatic figetection and
extinction systems.
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In particular, cryptographic devices and medidor the storage ofthe keys ofCertification Entities,
have a specific and additionafire protection system.

User registration and card management domain

All facilities and assets of the Notarial Certification Agency, in the facilities of the notacffice,
have automatic fire detection and extinctionin accordance with local fire prevention regulations.

5.1.6. Media storage

In all domains

The storage of information media guaranteg both its integrity and its confidentiality, in
accordance with the classification of the information that has been established.

Fireproof locations or cabinets are used for this purpose.

Access to these supports, includintheir removal, is restricted to authorized persons.
5.1.7. Waste treatment

In all domains

The elimination of media, both paper and magnetic, is done through mechanisms that guarantee
the impossibility of recovering theinformation.

In the case of magnetic media, a full formatting, permanenta&sure or physical destruction of the
support is performed.

In the case of paper documentation, it undergoes a physical destruction treatment.
5.1.8. Off-site backup copies

In all domains
Periodically, the Notarial Certification Agency stores backup copies of tirformation systems, in
physically separate premises, other than where the equipment is located

5.2. Procedur al controls

In all domains

The Notarial Certification Agency ensures that its systems are operated safely, establishing and
implementing procedures fa the management of functions that affect the provision of its services.

The staff of the Notarial Certification Agency perforns administrative and management
procedures in accordance witlthe current security policy.

5.2.1. Reliable functions

Certificate creatio n domain

The Notarial Certification Agency has identified, in its security policy, reliable functions or roles

64



ANCERT: Certification Practice Statement. Notarial Certificates.

Persons required tohold suchresponsibilities are formally designatedby the senior management
of the Notarial Certification Agency.

Reliable tinctions include:

- Personnel responsible for security.

- System administrators.

- System operators.

- System auditors.

Individuals holding the above positions are subject to specific control procedures.
User registration and card management domain

The Notarial Certification Agency, for the facilities in the notary office, identifies in its security
policy reliable functions or roles.

Persons required to hold such responsibilities are formally designated by the notary.
Reliable functions include:

- Personnel responsble for security.

- Personnel for customer services.

- Personnel for management of cryptographic operations

Individuals holding the above positions are subject to specific control procedures
5.2.2. Number of people per task

Certificate creation domain

The trusted roles identified in the previous section and in the security policy, and their associated
responsibilities, have been documented in job descriptions.

These descriptions have been made considering that there is a separation of sensitive functions,
and a minimum grant of privilege, when possible

To determine the sensitivity of the function, the following elements have beeronsidered
- Duties associated with the function.

- Access level.

- Function monitoring.

- Training and awareness.

- Required skills.

The most semitive tasks, such as accessing and managing the Certification Authority's
cryptographic hardware and the associated keys, require multiple trustworthy people.
Specifically, the internal control procedures have been designed to ensure that at least two
reliable people are required toaccess the device physically or logically
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Access to the Certification Entity's cryptographic hardware by multiple trustworthy people is
strictly controlled throughout the entire life cycle, from the receipt and inspection toits final
destruction (physical or logical).

User registration and card management domain

The reliable functions identified in the security policy of the certification service provider, and
their associated responsibilities, are documented in job descrifns.

The Notarial Certification Agency, through the notary office, maintains and implements control
procedures that ensure segregation of duties and reliable people to perform sensitive tasks

5.2.3. ldentification and authentication for each function

In all dom ains

The Notarial Certification Agency identifies and authenticates the personnel beforgranting
access tahe correspondingreliable function.

5.2.4. Roles that require separation of tasks

Certificate creation domain

The following tasks are performed by at leastwo people:

- Physical Access management.

- Software management.

- Configuration management and change control.

- Archive management.

- Management of cryptographic equipment.

- Generation, issuance and destruction of certificates for Certification Authorities.
- Issuance and revocation of certificates, and access toet repository

User registration and card management domain

The certificate request is madeby the customerand the approval is the responsibility of the
Notary.

The notary will be in charge of the secure printing and management of the card
5.3. Personnel controls

5.3.1. History, qualifications, experience and authorization  requirements

In all domains

The Notarial Certification Agencyemploys,for the provision of servicesqualified and experiencel
personnelin the field of electronic signature andnformation security.
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This requirement applies to management staff, especialy for persons involved in security
procedures.

The qualification and experience may be substituted by an appropriate education and training

Personnelholding reliable positions are free from personal interests thatmay conflict with the
development of the function that have been entrusted

A person who is not suitable for the position is not assigned to a reliable or management position,
especially for having been convicted of a crimer offense concerning their suitability for the
position. For this rea®n, an investigationis conducted in accordance with the provisions in the
next section on the following:

- Academic history, including the alleged degree.

- Previous work, up to five years, including professional references anderification of the
claimed work.

- Late payment.

- As far as current legislation allows, criminal records
5.3.2. History investigation procedures

Certificate creation domain

The Notarial Certification Agencyconducts the investigation before the person is hired antbr
hasaccess to the workplae.

In the application for the jobis informed about the need to undergo a preliminary investigation.

He is also warned that a refusal to accept the investigation will result in rejection of the
application.

Unequivocal consent is obtained from thecandidate for conducting this previous research,
protecting all his personal information in accordance withOrganic Law 3/2018, of December 5,
on the Protection of Personal Data and guarantee of digital rights.

The following verifications are made:

- Past work references.

- Professional references

- Academic history, including the alleged degree
The research is repeated every three years.

User registration and card management domain

The Notarial Certification Agency will verify the existence of the Notary position.
5.3.3. Trai ning requirements

In all domains
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The Notarial Certification Agencytrains staff in reliable positions and management until they
reach the necessary qualifications in accordance with the provisions of sectidn3.1 of this
Certification Practice Statement.

The training includes the following contents:

- Principles and security mechanisms of the certification hierarchynd the workplace
- Current versions of hardware and software

- Tasks to be performed by the person.

- Management and hadling of incidents and securityproblems.

- Business continuityand emergencyprocedures.
5.3.4. Requirements and frequency of training update

In all domains

The Notarial Certification Agency schedules a training update for the staff at least every two yea
5.3.5. Sequence and frequency of job rotation

Certificate creation domain

The Notarial Certification Agency can establish methods of job rotation for the provision of the
service,to cover the 24x7 needs of the service

User registration and card management domain

Not applicable
5.3.6. Sanctions for unauthorized actions

Domain of creation of certificates

The Notarial Certification Agency has a sanctioning systefor potential liabilities arising from
unauthorized actions, which is appropriate to the applicable latr legislation and is coordinated
with the disciplinary system of the collective agreement applicabléo personnel.

Disciplinary actions include suspension and dismissal of the person responsible for the harmful
action.

User registration and card managemen t domain

Not applicable

5.3.6.1. Disciplinary procedure
The daff of the Notarial Certification Agencyis obliged to comply with the following:

- Use the material means ahe Notarial Certification Agencywithout engaging in activities that
would be considered unlavful or which infringe the rights of the entity or third parties, or that
might violate the moral or ethical rules and etiquette of such networks.
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Do not send confidential information to outside by hardware or by any means of
communication, including simpk visualization or access, excepvhen expresslyauthorized
by the Notarial Certification Agency.

Save, indefinitely, the utmost discretion and not disclose or use directly or indirectly or
through third parties or companies, data, documents, methodologie&ey, analysis, software
and other information to which they have access during their employmenin the Notarial
Certification Agency or related institutions, both software and physical supports. This
obligation will remain evenif the employment relationship has been extinguished.

Not to misusematerial or information property of the Notarial Certification Agency both now
and in the future.

In the case that for reasons directly related to the job,is required the possession of
confidential information in any medium, such possession shall be construed as strictly
temporary, with the obligation of secrecy and without anyownership or copyright granted
regarding such information. The previously mentioned materials should be immediately
returned to the Notarial Certification Agencyafter completion of the tasks andin any case,
after the termination of employment.

Transferto the Notarial Certification Agencypatent rights overinventions or other intellectual
property that they originate and/or develop. Al programs and documents generated by
employees in their working time and/or with the meansand/or materials of the Notarial
Certification Agency are considered property of the latter, which assumes all legal ownership
of the contents of all computer sysgms under their control.

In order to ensure compliance with the internal regulations of the Notarial Certification Agency,
it reserves the right to review, without prior notice, the computer systems (email files, files on the
hard drive of personal computes, voice mails, print queues, etc.). Inspections are performed with
the prior approval of the Security Department, in accordance with the procedure established in
the applicable regulations.

The Notarial Certification Agency can remove from its computerystem any material that it
considers offensive or potentially illegal

5.3.6.2. Unauthorized activities

The following activities are notauthorized for employeesof the Notarial Certification Agency

Shareor provide user IDs and/or password providedby the Notarial Certification Agencywith
other third party, including the staff. In case of violation of this prohibition, the employee shall
be solely responsible for the acts ahe third person using theseuser IDs.

Try to distort or falsify system LQ5records.

Try to decipherkeys,encryption algorithms and other security elemensinvolved in telematic
processesof the Notarial Certification Agency

Destroy, alter, disable or otherwise damage data, programs or electronic documeritse
Notarial Certification Agencyor third parties.
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computing resources and telematiche Notarial Certification Agency as well as actions that

damage, interrupt or generate errors in the syem.

- Send emails in bulk or commercial or advertising purposes without the consent of the

recipient (spam).
- Read, delete, copy or modify-enail messages or files of other employees.

- Use the system to attempt to access restricted areas of computer systertise Notarial
Certification Agencyor third parties.

- Try to increase the privilege level of an employee in the system.

- Voluntarily introduce programs, viruses, macros, applets, ActiveX controls or any other logic
device or sequence of characters that are caimg or are likely to cause any alteration in the
computer systemthe Notarial Certification Agencyor third parties. The employee will be
required to use antivirus software and updates to prevent entry into the system from any

element intended to destroyor corrupt computer data.

- Install, download from Internet, reproduce, and use or distributesoftware unless &pressly
authorized by the Notarial Certification Agency

- Install illegal copies of any program, including standardizedopies
- Remove any programsnstalled illegally.

- Use telematic resources of the Notarial Certification Agencyincluding the Internet, for
activities unrelated to thework of the employee.

- Transfer to the corporate network of the Notarial Certification Agency obscene, immoral or

offensive, and in geneal, superfluous contents.

- Use information and/or log in as natural or legal persons identified or identifiable in the

network without the necessary legitimacy for use.

- Create filescontaining personal datawithout authorization the Notarial Certification Agency

- Crossing information concerning personal data from different files or services with the aim of
establishing personality profiles, buying habits or any kind of preferences, without the express

permission ofthe Notarial Certification Agency

- Any other activity specifically prohibited in the security policy the Notarial Certification
Agencyand current legislation on protection of personal data.

- Treat personal data, in writing or orally, without the proper authorization by the Notaral
Certification Agency.

- The use of bypass systems, designed to avoid protective measures, and other files that could

compromise protection systems or resources
5.3.7. Requirements for hiring p rofessional s

Certificate creation domain
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The Notarial Certification Agency can hire professionals for any function, even for a reliable place
in which case should be referred to th@same controls mentioned above.

In the case that the professional does not need to undergo such controls, he must be constantly
accompanied by areliable employee while he is present in thepremises of the Notarial
Certification Agency

User registration and card management domain

Not applicable
5.3.8. Provision of documentation to staff

Certificate creation domain

The Notarial Certification Agency proudes the documentation to the staff, in order for them to be
sufficiently competent in accordance with the provisions of sectiorb.3.1 of this Certification
Practice Statement

User registration and card management domain

Not applicable
5.4. Audit Logging Procedures

5.4.1. Types of registered events

Certificate creation domain

The Notarial Certification Agencykeeps records for, at least the following events:

- Turning on/o ff of the systems.

- Starting and ending of the software for thecertification authority or the registration authority .
- Attempts to create, delete, change passwords user permissions within the system.

- Generation and changes ithe keys of the CertificationEntity.

- Changes in the policiesor issuing certificates.

- System lagyin/logout attempts.

- Unauthorized accessattempts to the network of the Certification Entity.

- Unauthorized attempts tothe file system

- Failed attempts to read a certificateand events ofreading and writing in the repository of
certificates.

- Events relakd to the lifecycle of the certificate, such asequest, issuance, revocation and
renewal of a certificate.

- Events related to the lifecycle of the cryptographic module, such as reception, use and
uninstallation.

71



ANCERT: Certification Practice Statement. Notarial Certificates.

TheNotarial Certification Agencyshould also keep, either manually or electronically, the following
information:

- The key generation ceremonyand databasesfor key management.
- Physical access logs.

- Maintenance and system configuration changes.

- Staff changes.

- Incidental reports.

- Records of destruction of material containing information of keys, activation data or personal
information of the subscriber orthe keyholder.

- Possession of activation data, for operations using the private key of the Certification Entity
User registration and card managemen t domain

The Notarial Certification Agency through the notary office, keeps records for the following
information:

- Turning on/off of the system hosting the registration entity.
- Start and ending of the registration entity application.
- Correct and incorred requests processing.

- Issuance, renewal and revocation requests
5.4.2. Review period for audit logs

In all domains
Audit logsare reviewed for suspiciousor unusual activity at least once a month.

The processing of audit logs consists of a review of records(including verification that these
records have not been tampere}i a brief inspection of all log entries and further investigatiosof
any alerts or irregularities in records.

Actions takenduring the audit review are also documented
5.4.3. Retention period of audit records

In all domains

Audit logs must be retained on site for at least two months after processing anthereafter, shall
be archived in accordance withsection 5.5.2of this Certification Practice Statement.

5.4.4. Protection of audit logs

In all domains

Audit logs, either manual or electronic are protected from reading, modification, deletion orany
other unauthorized manipulation using logical and physical accessontrols.
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5.4.5. Backup procedures for audit logs

In all domains

At leastincremental backup copies of audit logs are generated daily and full copies weekly.
5.4.6. Log aggregation system

In all domains

The log aggregation system igt least, an internal systemconsisting of application logs, network
logs and operating systemogs, in addition to data generated manually, which will be stored by
authorized personnel

5.4.7. Notification of the audit event

In all domains

When thelog aggregationsystem records an event, it is not necessary to send a notification to the
individual, organization, device or application that caused the event.

It may becommunicatedif the result of his action was successful or not, butot that this action
has been audited

5.4.8. Vulnerability Analysis

Certificate Creation Domain

Events in the audit process are saved iorder to monitor system vulnerabilities.

Internal and external vulnerability analysis of the systems are performed at least quarterly.
Additionally, a penetration test is also performed annually (by an external company)

5.5. Records Archival

In all domains

The Notarial Certification Agency guarantees that all the information related to the certificates is
kept for an appropriate period of time, as established in sectioh.5.20f this Certification Practice
Statement.

5.5.1. Types of archived records

Certificate Creation Domain

The Notarial Certification Agency keeps all events that occur during the life cycle of a certificate,
including the renewal of the certificate

A record is keptfor the following information :
- Certificate life cycle nformation
- Identity of the Notary that processes the certificate request.

- TheAudit data identified in section5.4.
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User registration and card management domain

The Notarial Certification Agency (through the notaryoffice) will keep records forthe following
information :

- Type of document presented in the certificate request.

- Unique identification number provided by the previous document.

- The location ofcopies ofcertificate requests and the document signed by the subscriber dry
the keyholder, as appropriate, which is integrated into the Notar§ @otocol.

5.5.2. Record retention period

In all domains

Notarial Certification Agency keeps the records specified in the previous section permanently,
with a minimum of fifteen (15) years @unted from the time ofthe issuance of the certificate.

In the special case of the certificatefor code signing all records related to their life cycle are kept
for a minimum of twenty (20) years counted from thetime of the issuance of the certificate

The Notarial Certification Agency keeps audit record$or all the components of the systems
directly or indirectly related to the issuance of electronic certificates for a minimum of seven (7)
years from the time ofthe issuance of the certificate.

5.5.3. Archi ve protection

In all domains
The Notarial Certification Agency:

- Maintains the integrity and confidentiality of the archive that contains the data related to the
issued certificates.

- Archivesthe information above assuring completion and confidentiality

- Maintains the privacy of the registration data corresponding to the subscriber (or the key
holder).

5.5.4. Backup procedures

In all domains

The Notarial Certification Agency makes daily incremental backup copies of all its electronic
documents, according to sectin 5.5.10f this Certification Practice Statement. In addition, it makes
also full backups weekly for data recovery cases, in accordance with section 5.7 of this
Certification Practice Statement

Certificate creation domain

According to section5.5.1, it shall be kept paper documentsin alocation outside the facilities of
the Notarial Certification Agencyfor cases of data recovery, as establishedn section 5.7 of this
Certification Practice Statement
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User registration and card management domain

Same measures as for the procedures of the notary office
5.5.5. Timestamping requirements

Certificate creation domain

The Notarial Certification Agency issues certificates and CRLs titreliable date and time
information. This information is not digitally signed. All the information systemsinclude the
registration of the time where they were executed This time comes from an accurate date and
time source. All systemsre synchronized with this source of date and time

User registration and card management domain
The databases of the Registration Entity employ reliable records of date and time.

It is not necessary that this information is digitally signed
5.5.6. Archive system

In all domains

The Notarial Certification Agency has an archive data maintenance system outside its own
facilities, as specified in section 5.5.4 of this Certification Practice Statement

5.5.7. Procedures for obtaining and verifying archival information

In all domains
Only pemle authorized by the Notarial Certification Agency have access to archival data, either in
the same facilities of the Notarial Certification Agency or at its external location

5.6. Key Changeover

Certificate creation domain

The Notarial Certification Agency hs established a plan for the renewal of the keys corresponding
to infrastructure certificates so that the continuity of services is guaranteed

User registration and card management domain

Not applicable
5.7. Compromise and Disaster Recovery

5.7.1. Incident manageme nt procedures

Certificate creation domain

The Notarial Certification Agency has established the procedures that apply to incident
management and, especially, to those incidents that affect the security of its keys

User registration and card management do main
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5.7.2. Corruption of resources, applications or data

Certificate creation domain

When an event of corruption of resources, applications or data occurs, the Notarial Certification
Agency will initiate the necessary steps, in accordance with the security plan, the business
continuity and disaster recovery plan,or equivalent documents, to bring the system back to
normal operation.

User registration and card management domain

The incident should be communicated to the Security Manager of the notary office and the
procedures for the management of the incident should be initiatedincluding escalation,
investigation and response to the incident.

5.7.3. Procedure in case of compromise of the pri vate key

5.7.3.1. Revocation of the public key of the entity
Certificate creation d omain

If the Notarial Certification Agency must revoke the public key of a Certification Entity belonging
to its hierarchy, it will perform the following actions:

- Report this fact when it may happen to the General Council of Notarieand the entity in
charge of the supervision of the Trust Service Providers.

- Report the fact by publishing a CRL, as established in secti®®.7of this Certification Practie
Statement.

- Make every effort to report the revocation to all subscribers to whom the Notarial Certification
Agency has issued certificates, as well as to third parties who trust its certificates.

- Perform a key renewal, as long as the revocation was naiel to the termination of the service
by the Notarial Certification Agency, as established in sectidn6 of this Certification Practice
Statement

User registration and card management domain

Not applicable for this domain

5.7.3.2. Compromise of the private key of the entity
Certificate creation domain

The business continuity plan of the Notarial Certification Agencyor disaster recovery plan)
considers the compromise or suspected compromise of the private key of the Certification Emtit
as a disaster.

In case of compromise, the Notarial Certification Agencwill perform at least the following
actions:

- Revoke the certificate of the Certification Entity affected.
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- Inform all subscribers and third parties of the compromise.

- Indicate that the certificates and the revocation status information that have been delivered
using the key of this Certification Entity are no longer valid

For the restoration of the service, the Notarial Certification Agency will generate a new key pair
and certificate for the Certification Entity. From that moment, the new CRLs and the OCSP
Responder certificate will be signed with the new Entity key to continue the service of provision
of certificate revocation status

User registration and card management domain

Not applicable for this domain
5.7.4. Business continuity after a disaster

Certificate creation domain

The Notarial Certification Agencydevelops, maintains, tests and, if necessary, implements an
emergency plan in case a natural or manmade disaster should occun s facilities. This plan
describes how to restore the information systems serviceas soon as possible.

The Notarial Certification Agency is able to restore critical services within 24 hours of the disaster.
These services are as follows:

- Revocation ofcertificates.
- Publication of certificate revocation information.

The location of the disaster recovery systems must have the physical security protections detailed
in the security plan.

The database usethy the Notarial Certification Agencyfor disaster recoveryis synchronized with
the production database, within the time limits specified in the security plan

The disaster recoveryequipment implements the physical security measures specified in the
security plan, equivalent to those of the main facilitis.

User registration and card management domain

Not applicable for this domain
5.8. CA or RATermination

Before the end of its activity the Notarial Certification Agency will perform the following actions:

It will provide the necessary funds (through civil lability insurance) to continue the
completion of the revocation activities until the definitive cessation of its activity.

It will inform all subscribers and entities with which it has agreements, as well as all third
parties, other trusted service provides and relevant authorities, including the competent
supervisory body, of the cessation at least two months in advance.

It will revoke the authorization to process new requests to all registration entities that act
on behalf of the Certification Entity inthe process of issuing certificates.
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It will transfer its obligations regarding the maintenance of registration information, those
of the status information of the certificates and the records of audit events to the General
Council of Notaries during the griod indicated to the signers and users.

At the time of cessation, it will generate a CRL with all the certificates revoked throughout
the history of the Certification Authority and with the value of expiration date
(nextUpdate) "99991231235959Z7". This CR will be published at the address specified as
the distribution point for revocation lists in the certificates.

The private keys of the Certification Authority, including their backup copies, will be
destroyed or disabled for use.

Prior to the definitive cessation of its activity, it will send to the competent body of
supervision of the Trust Service Providers the information regarding the electronic
certificates whose validity has been extinguished so that the supervisor can take charge of
their custody for the purposes of the provisions in article 20.1.f) of Law 59/2013 on
Electronic Signature.
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The Notarial Certification Agency employs reliable systems and products, which are protected
against any alteration and guarantee théchnical and cryptographic security of the certification
processes

6.1. Key pair generation and installation
6.1.1. Generation of the key pair

The Notarial Certification Agency, when it acts as the root Certification Entity, generates and signs
its own key pair andproceeds to generate the keys for each subordinate Certification Entity, all
this in accordance with the key ceremony, within the high security perimeter specifically
dedicated to this task.

All cryptographic keys must be generated following the algorithmrecommendations and
minimum key length defined in ETSI TS 119 312

The key pairs of end entitieswith guarantee of secure deviceare generated bythe Notarial
Certification Agencyor end entities in secure deviceswhich can be cryptographic USB cards or
tokens, orhardware security modules(HSM):

- Cryptographic card or USB token. The creation of the public and private keys (2048 bRSA
is done internally by the card or token itself, so that both the robustness of the keys and the
impossibility of compromise in the generation process are guaranteed.

- Hardware security modules(HSM). The creation of thepublic and private keys (2048 bits
RSA) is donenternally by the hardware security moduleitself, so thatboth the robustness of
the keys and the impossildity of compromisein the generation process are guaranteed.

For end entity certificates without a secure device guarantee, the keys are generated by software
in the operating system or computer applications of the end users.

6.1.2. Delivery of the private key to the subscriber

The subscriber's (or key holder) private key is delivered properly protected by the cryptographic
device, except when the key is generated by the end entity, in which case this section is not
applicable.

6.1.3. Delivery of the public key to the ce rtificate issuer

The method for delivering the public key to the Certification Entity is PKCS # 10, another
cryptographically equivalent proof or any other method approved bythe Notarial Certification
Agency.

6.1.4. Distribution of the public key of the certific  ation service provider

The keys of the Certification Entities are communicated to third parties who trust certificates,
ensuring the integrity of the key and authenticating its origin.
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The public key of each Certification Entity is published in the Depdsry, in the form of a self
signed certificate or signed by another Certification Entity, together with a statement that the key
authenticates the Certification Entity.

Additional measures are established to trust sel§igned certificates, such as checkg the
fingerprint of the certificate.

Users can access the Repository to obtain the public keys of the Certification Entities.
Additionally, for S / MIME applications, the message may contain a chain of certificates, which in
this way are distributed to users.

6.1.5. Key sizes

The length of the RSA keys of the Certificatidintities is at least 4096 bits, while that of the other
types of certificates is at least 2048 bits.

6.1.6. Generation of public key parameters and quality verification

The Notarial Certification Agerty can establish methods for checking the quality of public key
parameters.

Key Size: 4096 (CertificatiorEntities) / 2048 (End Entities)
algorithm key generation: rsagenl

algorithm padding:EMSApkcsl-vl 5

digest algorithm: SHA256

6.1.7. Key Usage

The Notarial Certification Agencyincludes the extension KeyUsagén all certificates, indicating
the permitted uses of the corresponding private key

6.2. Private Key Protection and Cryptographic Module Engineering
Controls

6.2.1. Qyptographic modules standards

For modules thatmanage key of the Certification Entities or used by subscribers to generate
gualified electronic signature it is ensured the level required by the standardsstated in the
previous sections

6.2.2. Control of the private key by more than one person (n of m)

Access to the private keys of the Certification Entities necessarily requires the simultaneous
participation of two (2) cryptographic devices protected by password from a set offour (4)
devices

The passwordis only known by oneperson responsible for thatdevice.No personknows more
than onepassword.
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Cryptographic devicesare stored on thefacilities of the certification service provider andrequire
an additional personto gain access to them

6.2.3. Private key escrow

Only private keys of endentity certificates whose sole use is encryption arescrowed The
recovery of an encryption private key requires of the multperson control detailed in section6.2.2

Other subscribe® @ivate keys are notescrowed
6.2.4. Backup copy of the private key

Private keys of the Cetification Entities are backed up stored in a separatdocation where it is
usually stored and retrieved if necessary, by personnel subject to the trust polidpr the staff.
These personnelare expressly authorized for such purposes andre restricted to the minimum
necessary

The security controls applied to backup®f Certification Entities are of equal or higher level than
those usually applied to the keys in use.

When the keys are stored in a hardware module, appropriate controlsre provided so thatthey
can never leave the device

6.2.5. Private key archiving

The private keys of the Certification Entities are permanently archived at the end of their period
of operation.

Private keys for electronic signature of end users are not archived
6.2.6. Transfer of the pr ivate key to or from the cryptographic module

Private keys can be generated directly in the cryptographic modules or in external cryptographic
modules, from where they are encrypted and exported, in order to import them later in the
production modules.

The private keys of the Certification Entities are stored in encrypted files with fragmented keys
and in cryptographic devices from where they cannot be extracted).

These devices are used to import the private key in the cryptographic module
6.2.7. Storage of the private key in the cryptographic module

The private keys of the Certification Entities are generated directly in the cryptographic modules.

In cases where private keys are stored outside the cryptographic modules, they will be protected
in a way that ensues the same level of protection as if they were physically inside the
cryptographic modules
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6.2.8. Private key activation method

The key of each Certification Authority is activated by executing the corresponding secure startup
procedure of the cryptographic malule, by the staff indicated in sectior6.2.2

The subscriber's private ke are activated by entering the PIN in the cryptographic device or
signing application.

6.2.9. Private key deactivation method

The private keys of the Root Ceification Authority are automatically deactivated when the last
of the devices used for their activation (as described in sectidh2.2) is removed.

The private keys of the subordinate Certification Authorities are automaticallgeactivated when
the software supporting the Certification Authority is stopped.

For certificates for qualified signature issued in smart card, when the cryptographic device is
removed from the reader or disconnected from the computer, or the applicationsing them closes
the session, then the PIN code shall be entered again

6.2.10. Destruction method of the private key

For the destruction of the private keys of the Certification Entity and its activation data, the
devices that contain them willbe physically destroyed or erased at a low level, following the
procedures specified by the manufacturer. After, any existing backup will be securely destroyed.

For the destruction of the private keys of the final entities in hardware, a device collectiaervice

is made available to the subscribers for its secure physical destruction, in addition with a software
application for the secure deletion of the devices through the Registration Entities and the
certification Entity .

6.2.11. Classification of cryptographic modules

The modules of the Certification Entity must be certified against a proper protection profile, in
accordance with Common Criteria EAL 4+, or FIPS 14£0Level 3.

The European standard for the devices of the subscribers is the EU Commission ImpletmanAct
(EU) 2016/650 of April 25, 2016.

The eligible devices are all those that are on the list of qualified devices for electronic signature,
notified according to the elIDAS regulation

6.3. Other aspects of key pair management
6.3.1. Public key archiving

The Certification Entities shall archivetheir public keys in a permanentway, in accordance with
the provisions of section5.5 of this Certification Practice Statement

82



ANCERT: Certification Practice Statement. Notarial Certificates.

6.3.2. Periods of use of public and private keys

The periods of use of tle keys are determined by the duration of the certificate, after which they
can no longer be used.

As an exception, the private key can continue to be used for decrypting documents, even after the
certificate expires.

6.4. Activation data

6.4.1. Generation and installa tion of activation data

In cases where the Notarial Certification Agency provides the subscriber with a qualified device
for creating a signature(card or USB tokel, then the activation data of the device is generated in
a secure way. by the Notarial Ceifcation Agency.

To generate a signature or activate the card it is necessary to enter the secret activation code (PIN)
that only the subscriber of the card should know. Three consecutive incorrect attempts to enter
the PIN cause the card to be blockedoTunlock the card, the subscriber must enter the PUK code
and, likewise, three consecutive incorrect attempts to enter the PUK cause the card to be
irreversibly blocked.

In case of use of a qualified HSM device, the subscriber must properly configure thgnature
activation data system, guaranteeing, when appropriate, that the signer has exclusive control over
the use of the electronic signature key.

6.4.2. Protection of activation data

The Notarial Certification Agency can generate and provide the subscriber Withe activation data
of the qualified signature creation device using secure procedures, such as faedace or remote
delivery, in which case the activation data will be distributed separately from its own signature
creation device (eg, delivered at dferent times, or by different routes).

6.4.3. Other aspects of activation data
No stipulation.
6.5. Computer security controls

6.5.1. Specific technical requirements for computer security

It is guaranteed that access to the systems is limited to duly authorized individuals particular:

- Effective management of the access level of users (operators, administrat@sd anyone with
direct access to the systemjs ensured in orderto maintain system security, including user
account management, auditing and modifications or denli@f access privileges

- Access to information systems and applications is restricted in accordance with the provisions
of the access control policy, and that the systems provide adequate security controls to
implement segregation of duties identified in thke practices,including separation of functions
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between themanagement of security systems and operators. In particular, the use of system
utility programs should berestricted and controlled.

- Personnel are identified before using critical applications relaed to the lifecycle of the
certificate.

- The staffis responsible and can justifitheir activities, for example by using an evenibg file.

- It is avoided the possibility of disclosure of sensitive data by reusing storageesources (eg
deleted files) that ae accessible to unauthorized users.

- Security and monitoring systems allows rapid detection, recording and acting against
irregular or unauthorized accessattempts to sensitive resources (for example by using an
intrusion detection, monitoring and alarm system)

- Access to public repositories of information (egertificates or revocation status information)
has access control for changes or deletion of data

6.5.2. Assessment of the level of computer security

The software applications for Certification and Registrdion Authorities used by the Notarial
Certification Agency is trustworthy. This condition must be credited, for example, by a product
certification against aprotection profile, according to ISO 15408, with level EAL4.+

6.6. Life Cycle security controls
6.6.1. Systems Development Controls

A analysis of security requirementshas been performedduring the phases ofspecification and
design of anyapplication usedby certification and registration authorities, in order to ensure that
systems are secue.

Change control pocedures are used for new versions, updates and emergency patches of these
components.

6.6.2. Security management controls

The Notarial Certification Agency maintains an inventory of all information assets and defines a
classification according to their protectian needs consistent with the current risk analysis

The configuration of the systems is audited periodically, in accordance with the provisions of
section 8.1 of this Certification Practice Statement.

Capacity requirementsare monitored, and procedures to ensure sufficient availability of storage
for electronic and information assetshave been defined

6.6.3. Life cycle security controls

No additional stipulations.
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6.7. Network security controls
It must be guaranteed thataccess to diffeent networks of the Notarial Certification Agencyis
restricted to authorized persons. In particular:

- Controls are implemented to protect the internal network from external domains accessible
by third parties. Firewalls are configured to prevent accesss and protocols that are not
necessary for the operation othe Certification Entity .

- Sensitive datais protected when exchanged over insecure networks (including data such as
subscriber registering information).

- Local network components are in secure enviroments, and regular audits of their
configurations are also performed

6.8. Time stamping

The Notarial Certification Agency obtains the time for its systems from the Royal Navy
Observatory (ROA) following the NTP protocol through the Internet. All systems are sgironized
with this source of time using the NTP protocol

Key generation algorithms are accepted for thintended uses of the keys.

7.1. Certificate Profile

Certificateshave the content and fields described in this sectignncluding at least the following:
- Serial number, which is a unique code with respect to the distinguished name of the issuer.
- Signature algorithm.

- The distinguished name of the issuer.

- Beginning of the validity period of the certificate, in Universal Cadinated Time, encoded
according to RFC 3280

- End of the validity period of the certificate, in Universal Coordinated Time, encoded according
to RFC 3280

- Distinguished name of the subject.

- Public key of the subject, encoded according to RFC 3280
- Signature, generated and encoded according to RFC 3280
The certificatescomply with the following standards:

- RFC 5280: Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation
List (CRL) Profile May 2008.
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- ITU-T Recommendation X.509: Informaon Technology- Open Systems Interconnectior The
Directory: Authentication Framework, June 1997, with its subsequent updates and
corrections.

Additionally, the certificates for electronic signature will comply with the following standards:
- EN 319 412:Certificate Profile

- RFC 3739: Internet X.509 Public Key InfrastructureQualified Certificate Profile, March 2004
(as long as it does not conflict with EN 319 41)2

7.1.1. Version Number

All certificates contain a field with the version number. The value of thadld is the integer value
"2" using the X.509 version 3 standard

7.1.2. Certificate extensions

The Notarial Certification Agency publishes a document with the detail of all certificate profiles in
the Repository indicated in section 2.

7.1.3. Identifiers algorithm obje ct

The Notarial Certification Agency uses the algorithm sha256WithRSAEncrypton, with OID
1.2.840.113549.1.1.11, to sign all its certificates.

7.1.4. Name formats

Name formats are specified in the document with the detail of all certificate profiles published in
the Repository indicated in section 2

7.1.5. Name restrictions
No additional stipulation.
7.1.6. Object Identifier of the certificate policy

The Notarial Certification Agency will include in the Certificate Policy extension (OID 2.5.29.32)
the object identifier associaed with the policy of each certificate according to section 1.2

7.1.7. Use ofthe extension for policy restrictions
No additional stipulation.
7.1.8. Syntax and semantics of policy qualifiers

The Notarial Certification Agency will include in the Certificate Policy extesion (OID 2.5.29.32) a
qualifier with the following elements:

CPS Pointer: contains an electronic address pointing to the Certificate Practices Statement
and the rest of relevant documentation for the certificate.
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User Notice: Contains a concise textuakdcription regarding the certificate
7.1.9. Semantics of the certificate policy extension

The Certificate Policy (OID 2.5.29.32) extension of the certificates allows identifying the policy
associated with the certificate and the electronic address where the infimation of this policy can
be found.

7.2. CRLProfil e

The certificate revocation lists are in accordance with the following standards:

RFC 5280: Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List
(CRL) Profile April 2002

7.2.1. Version number
The generated CRLs have version number. 2
7.2.2. Certificate revocation list and extensions

The generated CRLs contain the following extensions:
Authority key Identifier (OID 2.5.29.35)
CRL Number (OID 2.5.29.20)

7.3. OCSP profile

The OCSP responses fronhe Notarial Certification Agency are in accordance with RFC 6960 and
are signed by the OCSP Responder whose certificate has been signed by the same Certification
Entity that issued the certificate which is being consulted

7.3.1. Version number

All OCSP Respondarertificates contain a field with the version number. The value of ik field is
OEA ET OACAO OAI OA O¢o OOEI ¢ OEA 88umw OAOOEIT o

7.3.2. OCSP extensions

The detail of the OCSP Responder certificate profile can be found in the document with all the
certificate profiles published in the Repository indicated in the Section 2.

OCSP responses will include the ExtendedRevoke extension (OID 1.3.6.1.5.5.7.48.1.9
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The Notarial Certification Agencyperiodically conducts audits of compliance toassurecompliance
with the security and operationalrequirements needed to meet the certification servicepolicy of
the General Council of Natries.

8.1. Frequency

A conformity audit is conductedannually, in addition to the internal audis that may performed at
any time, due to a suspected breach of any security measure or due to a compromise of keys

8.2. Identification and qualification of the auditor

The Notarial Certification Agencyhires the servicesof external independent auditors to peform
the annual compliance audits. These auditors must prove experience in computer security, in
Information Systems security and with compliance audits of Trust Service Providers and related.
The auditors must be accredited according to EN 319 403

8.3. Relationship between the auditor and the auditee

Complianceaudits are conductedby an independent entityand must not have any conflict of
interest with the Notarial Certification Agency that may affects the ability to perform audit
services

8.4. List of elements to be audited

The elements to be audited are the following:

- Public key certification processes.

- Information systems.

- Protection of the processing center

- Documentation of the service.

The details of how to conduct the audit of each of these itensdetailed in the audit planof the
Notarial Certification Agency.

8.5. Actions to be taken as a result of a lack of conformity

Upon the reception of the audit compliance report, the Notarial Certification Agency discusses
with the entity that performed the audit and, where appropriate, with the General Council of
Notaries, the deficiencies found, and defines and implements a plan in order to solve these
deficiencies.

If the Notarial Certification Agency is unable to develop and/or implement such plan, or if the
deficiencies pose an immediate threat to the security or integrity of the systengne of the
following actions must be executed
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- Revocation of the key of the Certification Entities, as described in sectidn7.3 of this
Certification Practice Statement.

- Termination of the certification services, as described in sectio®.8 of this Certification
Practice Statement

8.6. Communication of the results

The audit reports will be delivered to the Security Committee, fortheir analysis, within a
maximum period of 15 days after the completion of the audit, for their evaluation and diligent
management
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9.1. Fees
9.1.1. Fee for the issuance or renewal of certificates

The Notarial Certification Agency esablishes a fee for the issuance or the renewal of certificates,
which is previously approved by the General Council of Notaries

9.1.2. Fee for the access to the certificates
The Notarial Certification Agency doeshot establish a fee fothe access to the certitates.
9.1.3. Fee for access to certificate status information

The Notarial Certification Agencydoesnot establish a fee forthe access to status information of
certificates.

9.1.4. Feesfor other services
Without stipulation.
9.1.5. Refund Policy

The Notarial Certification Agency has the following fee refund policy:

When a correction or amendment of the Declaration of Certification Practisémplies a limitation
of rights of use or restriction on the scope of an existing certificate, the subscriber may claim a
refund, limited to the valueof the certificate.

In other cases, the Subscriber shall have no right to refund the cost of the certificate
9.2. Financial responsibility

The Notarial Certification Agency has enough financial resources to maintain its operations and
fulfill its obligations, as well as to face the risk of liability for damages.

The Notarial Certification Agency does not act as a fiduciary agent or representative in any way of
users or trusted third parties.

9.2.1. Insurance coverage

The Notarial Certification Agencyhascivil liability coverage, either by a professional civil liability
insurance or through a bond omguarantee

The guaranteed amount is at least 3,000,000 euros
9.2.2. Other assets

Without stipulation.
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9.2.3. Insurance coverage for subscribers and third parties who t rust the
certificates

Without stipulation.
9.3. Confidentiality of Business Information
9.3.1. Scope of confidential information

Thefollowing information, as a minimum, is kept confidential by the Notarial Certification Agency:

- Certificate requests, approved or derdd, and any other personal information collected for
issuing and maintaining certificates, except the information specified in the following section.

- Private keys generated and / or stored by the Notarial Certification Agency.
- Transaction records, includirg auditrecords of transactions.

- Internal and external auditrecords created and/or maintained by the Notarial Certification
Agencyand their auditors.

- Business continuityand emergencyplans.
- Security plans and policy.
- Operational documentation, such asrahiving, monitoring, and analogues.

- All other information identified as "Confidential".
9.3.2. Non-confidential information

Thefollowing information is considered nonconfidential:
- Issued ertificates issued or in process ofissuance.
- Relationship between a sbscriber and a certificateissued by aCertification Entity.

- Frst and last name of thesubscriber of the certificate subscriber or the key holder, as
appropriate, and any other circumstance or personal data thahay bemeaningful in terms of
the purpose d the certificate.

- Email address of the subscriber othe keyholder, as appropriate orany other proper email.
- Usesandlimits of amount definedin the certificate.

- Validity period of the certificate,and the dates of issuance and expiration.

- Serial numbe.

- The different states of the certificate, and their associated starting dat@amely: generation
and/or delivery, valid, revoked, suspended or expired and the reason that caused thkange
of status.

- Certificate revocation lists (CRLs) and the other reveation status information.

- Information of the repository.
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- Any other information not contained in the previous section of this policy

9.3.3. Responsibility to protect confidential information

9.3.3.1. Disclosure of suspension and revocation information

See previous sectin.

9.3.3.2. Legal disclosure of information
The Notarial Certification Agency discloses confidential information in cases provided by law.

Specifically, the records that guarantee the reliability of the data contained in the certificate are
disclosed if the Notaral Certification Agency is required to offer evidence of certification in the
event of a legal proceeding, even without the consent of the certificate subscriber.

These circumstances are indicated in the privacy policy provided in secti&4 of this Certification
Practice Statement

9.3.3.3. Disclosure of information at the request of the owner

The Notarial Certification Agency includes, in the privacy policy provided in sectiof.4 of this
Certification Pracice Statement, prescriptions to allow the disclosure of the subscriber's
information and, where appropriate, the key holder, directly to them or to third parties

9.3.3.4. Other circumstances for the disclosure of information

No stipulation.
9.4. Privacy of Personal Information

For the provision of the service, the Notarial Certification Agency needs to collect and store certain
information, including personal information.

The Notarial Certification Agency has developed a privacy policy, in accordance with Regulation
(EU) 2016/679 of the European Parliament and of the Council of April 27, 2016 on the protection
of natural persons with regard to the management of personal data and its free circulation, and
superseding the Directive 95/46 / EC (GDPR) and Organic Law 3/201®f December 5, on the
Protection of Personal Data and digital rights.

The Notarial Certification Agency has performed the corresponding analysis of the risks that may
arise by the processing of personal data and has adopted the appropriate security arahtrol
measures to guarantee the rights of people and to mitigate the risks caused by harm or direct
material damage, by violation of principles or rights, or because it fails to comply with any
obligation established in the data protection regulations.

To perform their activity, the Registration Entities will access to personal data. The Notarial
Certification Agency will have the condition of Responsible for the management of this data, and
will decide on the purpose, content and use of personal data. &Megistration entities will be
considered Data Processors, and they must use these personal data solely and exclusively for the
purposes described in the Certification Practice Statement.
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The Registration Entities, in compliance with the provisions of dicle 28 of the GDPR, must:

1.
2.

Process personal data according to the instructions of thdotarial Certification Agency.

Guarantee and protect public liberties and the fundamental rights of natural persons, and,
especially, their honor and personal and famy privacy.

Keep professional secrecy regarding personal data, not disclosing to third parties the
information obtained as a result of a contractual relationshipThis obligation shall continue
even after the end othe relation with the Notarial Certification Agency.

Comply with all the technical and organizational measures necessary to guarantee the security
of the processes involving personal datggrocessing center, facilities, equipment, systems,
programs and people involved in the processing of persal data

To implement appropriate technical and organizational measures to ensure the security and
integrity of personal data and avoid its alteration, loss, or unauthorized access, given the state
of technology, the nature of the data storedand the potential risks, whether they come from
human or natural action. The security measures that must be applied will, in any case, be
adequate to mitigate the risks derived from the risk analysis that must be performed in
accordance with the GDPR.

Send to the Mtarial Certification Agency the personal data of the applicants and / or
subscribers of certificates using secure communications.

Process the data in accordance with the provisions of the contract with the Notarial
Certification Agency, and not use thidata for any other purpose, hor communicate them (not
even for their preservation) to other people.

Only access the personal data of the Notarial Certification Agency when it was necessary to
perform the contracted services.

Destroy or return all the personal data oncefor any reason, the relationship with the Notarial
Certification Agency ends except for those data that the law requires to keep for a minimum
of 15 years.

The Registration Authorities shall verify that the Subscriber and/or Requestor arsaformed and
gives his consent to the processing of their data, for the purposes established in the relevant
documents of consent

The Notarial Certification Agency is exonerated from any responsibility that may be generated by
the breach by the personsgn charge of the Treatment of their described obligations. In such cases
of non-compliance, they will be considered responsible for the treatment and will be responsible
for the infractions that they have incurred personally.

In accordance with the provisons of article 13 of the GDPR, the applicant / subscriber is informed
that the personal data that is included in the forms, contracts or documents completed during the
process of requesting the issuance of a Certificate, will be registered in a file creatfor this
purpose. The Notarial Certification Agency will only provide the certification services if the forms
are filled in entirely with true information.
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The legality of the processing of personal data is covered by the contractual execution of thest
services. The applicant/subscriber communicates to the Notarial Certification Agency his data
that will be processed for the uses and purposes of providing the trust services in the terms
established in the Law and this Declaration of Certification Rctices.

In accordance with the provisions of the aforementioned article of the GDPR, the applicant /
subscriber, or any user of the certificates consents to the communication to third parties that trust
certificates, of his personal data included in theertificate and published in the Repository. This
information is published in the website www.ancert.com exclusively for the purpose of allowing
the consultation of the certificates issued by the Notarial Certification Agency and their validity,
as well asto consult the certificates revoked by the Notarial Certification Agency in the Certificate
Repository and the Certificate Revocation Lists.

Third parties that trust certificates may only use the information in accordance with the described
purposes. However, and in general, any processing, storage or use for purposes other than the
above requires the prior consent of the data owners. It is noted that the RGPD sanctions with fines
that can reach up to 4% of the annual turnover with a maximum of 20 millioeuros for each of
the infractions or breaches of the legal provisionsiegardless of any criminal proceedings that
can be derived from the Criminal Code as well as civil claims from the damaged

The applicant / subscriber may exercise the rights of aces, rectification, deletion, limitation,
portability and opposition according to the GDPR by sending the request to the address that
appears in sectionl.5.2 of this Certification Practice Statement, and also has the right tddia
claim with a supervisory authority.

9.5. Intellectual property rights
9.5.1. Ownership of certificates and revocation information

The Notarial Certification Agency is the only entity that will benefit from the intellectual property
rights of issued certificates,and shall grant nonrexclusive license to reproduce and distribute
certificates, without charge, provided that the reproduction is complete and does not alter any
element of the certificate, and also is necessary regarding the authorized and legitimate sise
accordance with this policy, as defined in sectioft.4, and in accordance with the corresponding
general conditions of use.

The same rules will be applicable to the use of certificate revocation information.

The OIDs ownedy the Notarial Certification Agency have been registered in the IANA (Internet
Assigned Number Authority) under branch 1.3.6.1.4.1. This OID is the number 18920 (ANCERT),
and can be consulted at:

http: // www.iana.org/assignments/enterprise -numbers

The total or partial use of any of the OIDs assigned to the Notarial Certification Agency is
prohibited except for the uses described in the Certificates or in the Certificate Repository.

Any extraction and / or reuse of all or a substantial part of the contenter databases that the
Notarial Certification Agency makes available to certificate subscribers is prohibited
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9.5.2. Ownership of the certificate policies and the Certification Practices
Statement

The General Council of Notaries is the only entity that owns intiectual property rights over the
certificate policies.

The Notarial Certification Agency owns this Certification Practice Statement

9.5.3. Ownership of information related to names

The subscriber and, where appropriate, the key holder, retainsrgy right, if any, regarding the
brand, product or commercial name contained in the certificate.

The subscriber is the owner of the distinguished name of the certificate, consisting of the
information specified in section3.1 of this Certification Practice Statement

9.5.4. Key Ownership

Key pairs are owned by the certificate subscribers.

When a key is split into parts, all parts of the key are owned by the key owner
9.6. Representations and Warranties

9.6.1. Model of obligations of the service pro vider

The Notarial Certification Agency guarantees, under its full responsibility, that it complies with all
the requirements established in each certificate policy for which it issues certificates.

It is the only entity responsible for compliance with theprocedures described in this Certification
Practice Statement, even when part or all the operations are outsourced externally.

The Notarial Certification Agency provides its certification services in accordance with this
Certification Practices Statementwhich in turn, details its functions, operating procedures and
security measures.

Prior to the issuance and delivery of the certificate to the subscribehe is informed of the terms

and conditions for the use of the certificate, its price when it is edablished - and its limitations

of use.
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is durable over time, am in understandable language.

Subscribers, key holders and third parties who trust certificates are obliged by the provisions of

the certificate delivery documents and the general conditions of use of certificates, which are
written in understandable language, and which have the following minimum content:

- Prescriptions to comply with the provisions in sections4.5.1, 4.5.2,9.2,9.10,9.13, 9.15 and
9.16 of this Certification Practice Statement.
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Indication of the applicable policy, indicating whether the certificates are issued to the public
and the need to use a aalified device.

Statement indicating that the information contained in the certificate is correct,unless
otherwise notified by the subscriber.

Consent forthe publication of the certificatein the repository and for granting access tahird
parties.

Consaent for the storage ofinformation about the subscriber registration and the deliveryof
secure signature creation deviceand for the provision of such information to third parties in
case of termination of operations of the Certification Entity without re vocation of valid
certificates.

Limits on the use of the certificate, including those set out in sectidn4.1.10f this Certification
Practice Statement.

Information about how to validate a certificate, including the requiremenhto check the status
of the certificate, and the conditions under which the certificate can be reasonably trusted,
which is applicable when the subscriber acts as a third party that trusts the certificate.

Information on how the patrimonial responsibility of the Notarial Certification Agency is
guaranteed.

Applicable limitations of liability, including the uses for which the Notarial Certification
Agency accepts or excludes its liability.

Archive period for certifi cate requestinformation .
Archive period of audit logs.

Procedures for dispute resolution

Applicable law and jurisdiction.

If the Certification Entity has been declared in accordance with the certification policy and, if
applicable, in accordance with which system.

The Notarial Certification Agecy must assume other obligations incorporated directly in the
certificate or incorporated by reference

9.6.2. Guarantees offered to subscribers and third parties who trust  the certificates

The Notarial Certification Agency, in the documentation for the deliverpf certificates and in the
general conditions of use of certificates, establishes and rejectsarranties and applicable
limitations of liability.

The Notarial Certification Agencyensures,at least,the subscriber:

That there are no factual errors in thenformation contained in the certificates known bythe
Notarial Certification Agencyand,where applicable, by theregistration entity .

That there are no factuakrrors in the information contained in the certificates due to lack of
due diligence in the maagement of thecertificate requestor the generation
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- That certificates meet all requirements establishedin the Declaration of Certification
Practices.

- That revocation services andthe repository meet all requirements established in the
Declaration of Cetification Practices.

The Notarial Certification Agencyguarantees, at least,to third parties trusting the certificates:

- That the information contained or incorporated by reference in the certificate is correct,
except where otherwise indicated.

- In caseof certificates published in the repository, that the certificate has been issued to the
subscriber identified in it and that the certificate has been accepted in accordanaéth section
4.4 of this Certification Practice Staterent.

- That the approval of the certificate request and the issuance has met the requirements
established in the Declaration Certification Practice

- The speed and security in the provision of services, especialigvocation and repository
services.

In addition, when it issues an electronic signature certificate, it guarantees the subscriber and the
third party that trusts the certificate:

- That the certificate includes the information that a qualified certificate must include, in
accordance with Annex | of Rgulation (EU) 910/2014.

- The responsibility of the Notarial Certification Agency, with the legal limits established
9.7. Disclaimer of Warranties

The Notarial Certification Agency rejects any other guarantee that is not legally required, except
those contemplakd in section9.6.2

Specifically, the Notarial Certification Agency does not guarantee the cryptographic algorithms
used nor is liable for damages caused by external attacks against these algorithms provided
that it has apgied due diligence according to the state of the art, and it has acted in accordance
with the provisions in this Certification Practice Statement and the Law 59/2003 and its
implementing regulations.

9.8. Limitation of Liability

9.8.1. Limitation of liability of the C ertification Authority

The Notarial Certification Agency limits its responsibility to the issuance and management of
certificates and, where appropriate, the issuance of key pairs of subscribers and cryptographic
devices (for signature and signature verifiation, as well as encryption or decryption) provided
by the Notarial Certification Agency.

The Notarial Certification Agency limits its liability by including limits on the use of the certificate,
and limits on the value of the transactions for which theertificate can be used, in accordance with
the provisions of sectionl.4.1.10f this Certificate Practice Statement.
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All legal, contractual or extracontractual responsibilities, direct or indirect damages that may
derive from such uses are the responsibility of the subscriber. In no case may the subscrilber
the damaged third parties claim compensation or indemnification from the Notarial Certification
Agency for damages or liabilities arising from the use of the keys or céitates for encryption.

9.8.2. Fortuitous events and force majeure

The Notarial Certification Agency includes clauses in the general conditions of use of certificates
to limit its liability in case of fortuitous events and force majeur

9.9. Indemnity clauses
9.9.1. Indemni ty clauses for the subscriber

The Notarial Certification Agency includedn the general conditions for issuing certificates, a
clause by which thesubscriber agrees to exonerate the Notarial Certification Agency from any
damage arising from any action or mission resulting in liability, damage or loss, expense of any
kind, and also from any legal consequence, due to the publication and use of the certificate, in the
following cases:

- Falsehood or misrepresentation made by the user of the certificate.

- Mistake made by the user when providing information during the certificate requestif there
was fraud or negligence with respect to the Notarial Certification Agency, the registration
entity or any person who trusts the certificate.

- Negligence in the protectiorof the private key, in the use of a reliable system or in maintaining
the necessary precautions to avoid the compromise, loss, disclosure, modification or
unauthorized use of that key.

- Use by the subscriber of a name (including common names, email addrassl domain names),
or other information in the certificate, that infringes the intellectual or industrial property
rights of third parties.

9.9.2. Indemnity clause for third parties that trust the certificates

The Notarial Certification Agency includes, in the geeral conditions of use of certificates, a clause
by which the third party that trusts the certificate agrees toexclude theliability of the Notarial
Certification Agencyfor any damage arising from any act or omission resulting in liability, damage
or loss, expense of any kind, including judicial and legal representatipfor the publication and
use of the certificatejn the following cases

- Breach of the obligations of the third party that trust certificates.
- Overconfidence on certificates

- Negligence b determine the status of a certificatg(determine if it has been suspended or
revoked).
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9.10. Term and Termination

9.10.1. Effective starting date

The Certification Practice Statement has effects since the time of publication
9.10.2. Ending date

The current Certification Pradices Statement will be superseded when a new version of the
document is published.

The new version will entirely replace the previous document
9.10.3. Effect of termination and survival

For current certificates issued under a previous Certification Practice Stainent, the new version
will prevail over the previous one in everything that does not oppose it

9.11. Individual notices and communications with participants
The Notarial Certification Agency establishes, in its binding legal contracts with subsbers and
verifiers, notification clauses, which establish the procedure for notifications.

In general, the websitewill be used to make any type of notification and communication
9.12. Amendments
9.12.1. Procedure for modifications

The Notarial Certification Agency nay unilaterally modify the Certification Practices Statement
and the rest of the legal documentation as long as it proceeds according to the following
procedure:

The modification will be justified from a technical, legal point of view or commercial, and
must be endorsed by the General Management of the Notarial Certification Agency.

All the technical and legal implications of the new version of specifications should be
considered.

A modification control will be established to guarantee that the resulting sgcifications
meet the requirements that were intended to be met and that gave rise to the change.

The implications that the change of specifications has on the user must be established,
considering the need to notify them of such modifications.

Modifications to this document will be approved by the Security Committee and the General
Management of the Notarial Certification Agency

9.12.2. Notification period and procedures

Arevision of the Certification Practice Statement will be performed with the periodicity dehed
in section1.5.50r when it has to be modified.
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The updated versions of the Certification Practices Statement, together with the list of
modifications, can be consulted in the Repository indicated in sectich

9.12.3. Circumstances for the change of the OID
The OID must be changed if the procedure described in secti@l12.1is modified.
9.13. Dispute Resolution Procedures

The Notarial Certification Agency establishes, in the genek@onditions of use of certificates, the
applicable mediation and conflict resolution procedures.

Discrepancy situations arising from the use of the certificates will be resolved by applying the
same competence criteria as in the case of handwritten documis.

9.14. Governing law

The Notarial Certification Agency establishes, in the general conditions of use of certificates, that
the law applicable to the provision of services, including certification policy and practices, is
Spanish law

9.15. Compliance with Applicab le Law

The Notarial Certification Agency establishes, in the general conditions of use of certificates, a
competent jurisdiction clause, indicating that international judicial competence corresponds to
Spanish judges.

Territorial and functional competenceis determined by the rules of private international law and
procedural law rules that are applicable

9.16. Miscellaneous provisions

The Notarial Certification Agency establishes, in the general conditions of use of certificates,
clauses of divisibility, survivd, full agreement and notification

9.16.1. Entire Agreement

Under the entire agreement clause, it will be understood that the legal document regulating the
service contains the complete will and all the agreements between the parties

9.16.2. Subrogation

Therights and duties associated with the status of Certification Entity cannot be assigned to third
parties of any kind, nor can any third entity be subrogated in the legal position of a Certification
Entity.

In case of assignment or subrogation, th€ertification Entity must be terminated
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9.16.3. Severability

Under the divisibility clause, the invalidity of a clause will not affect the rest of the contract
9.16.4. Applications

Without additional stipulation.

9.16.5. Major cause

As specified in sectiord.8.2

9.17. Other provisions

Without additional stipulation.
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